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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF IOWA
DAVENPORT DIVISION

BRITTNEY STOUDEMIRE, AMANDA VOSE, | Civil Action No.
LUCINDA JACKSON, DANA FOLEY,
DOUGLAS CASTLE and BARBARA

GRAZIOLI on Behalf of Themselves and All CLASS ACTION COMPLAINT
Others Similarly Situated,

Plaintiffs,
JURY TRIAL DEMANDED

LEE ENTERPRISES, INC.
Defendant.

Plaintiffs Brittney Stoudemire, Amanda Vose, Lucinda Jackson, Dana Foley, Douglas
Castle, and Barbara Grazioli (“Plaintiffs”), individually and on behalf of all others similarly
situated, by and through their undersigned counsel, bring this class action complaint against
Defendant Lee Enterprises, Inc. (“Lee” or “Defendant”). Plaintiffs allege the following upon
information and belief based on the investigation of counsel, except as to those allegations that

specifically pertain to Plaintiffs, which are alleged upon personal knowledge.

NATURE OF THE ACTION

1. This is a class action brought on behalf of all persons who subscribed to a news
website owned and operated by Defendant.*

2. The Lee Sites provide users with access to articles and pre-recorded video content.

1 Upon information and belief, the Lee news media websites (the “Lee Sites™) at issue include the 90 websites
owned by Lee, as listed at https://lee.net/markets/.
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3. On the Lee Sites, Defendant offers the option for users to subscribe to newsletters
or subscribe to paid and unpaid accounts (collectively the “Subscribers”), all of which provide
access to articles and video content, and, in exchange, require subscribers to provide personal
information, including names and mailing addresses.

4. Defendant does not adequately disclose on the Lee Sites, however, that
subscribers’ personal identifying information is captured by tracking methods utilized by
Defendant (referred to as the “Tracking Methods,” discussed and defined herein), and then
transferred to Facebook.

5. Data sharing policies for a service or subscription is an important factor for
individuals deciding whether to provide personal information to that service.

6. Congress recognized the potential harm caused by associating a person’s
personally identifiable information in conjunction with their video watching. Congress, therefore,
passed the Video Privacy Protection Act (“VPPA”), prohibiting video tape service providers,?
such as Defendant, from sharing personally identifiable information (“PII”) tied to the title,
description, or subject matter of prerecorded audio video material® (the “Video Watching Data”)
without valid consent.*

7. Defendant has implemented and utilized the Tracking Methods which track user
activity on the Lee Sites and disclose that information to Facebook. In other words, the Defendant
causes users’ PII and Video Watching Data to be shared with Facebook, in violation of the VPPA

8. Defendant does not seek and has not obtained consent from Subscribers to utilize

the Tracking Methods.

218 USC 2710(a)(4).
318 USC 2710(b)(2)(D)(11).
418 USC 2710.
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9. Defendant does not seek and has not obtained consent from Subscribers to track,
share, and exchange their PIl and Video Watching Data with Facebook.

10. Defendant knew that the Tracking Methods were in place on the Lee Websites and
that its Tracking Methods operated by sharing Subscribers’ PII and Video Watching Data with
third parties.

11. Finally, Defendant failed to obtain Subscribers’ consent to allow their Tracking
Methods to operate in a way that shares users’ information with Facebook.

12.  Subscribers of the Lee Sites have been harmed as a result of Defendant’s violations
of the VPPA. In addition to statutory damages, Plaintiffs seek injunctive relief requiring
Defendant to immediately (i) remove the Tracking Methods from the Lee Sites or (ii) add and
obtain the appropriate consent from Subscribers.

13.  Plaintiffs’ claims are brought as a class action, pursuant to Federal Rule of Civil
Procedure 23, on behalf of themselves and all other similarly situated persons. Plaintiffs seek
relief in this action individually and on behalf of subscribers of the Lee Sites for violations of the
VPPA, 18 U.S.C. 2710.

PARTIES

14.  Plaintiff Brittney Stoudemire is a resident of Alabama. In or about 2021, Ms.
Stoudemire subscribed to Lee’s Buffalo News newsletters. During the sign-up process, Ms.
Stoudemire was not provided an opportunity to consent to share her information, or consent to
the use of the Tracking Methods. Ms. Stoudemire subsequently watched prerecorded video
content on the Buffalo News website using a browser on a device that was signed into Facebook,
as recently as November 2022, resulting in Ms. Stoudemire’s PII and Video Watching Data being

shared with Facebook. Ms. Stoudemire’s Facebook profile included personally identifiable
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information. On October 21, 2022, Ms. Stoudemire served Lee, as well as The Buffalo News,
with pre-suit notice of the VPPA violations alleged herein.

15.  Plaintiff Amanda Vose is a resident of Massachusetts. In or about October 2022,
Ms. Vose subscribed to Lee’s Buffalo News’ newsletters. During the sign-up process, Ms. VVose
was not provided an opportunity to consent to share her information as a result of Defendant’s
Tracking Methods. Ms. Vose subsequently watched prerecorded video content on the Buffalo
News website using a device that was signed into Facebook, resulting in Ms. VVose’s PII and
Video Watching Data being shared with Facebook. Ms. Vose’s Facebook profile included
personally identifiable information. On October 21, 2022, Ms. Vose served Lee, as well as
Buffalo News, with pre-suit notice of the VPPA violations alleged herein.

16.  Plaintiff Lucinda Jackson is a resident of Ohio. Inor about June 2022, Ms. Jackson
subscribed to Lee’s Greensboro News & Record’s newsletters. During the sign-up process, Ms.
Jackson was not provided an opportunity to consent to share her information as a result of
Defendant’s Tracking Methods. Ms. Jackson subsequently watched prerecorded video content
on the Buffalo News website using a device that was signed into Facebook, resulting in Ms.
Jackson’s PII and Video Watching Data being shared with Facebook. Ms. Jackson’s Facebook
profile included personally identifiable information. On October 21, 2022, Ms. Jackson served
Lee, as well as Greensboro News & Record, with pre-suit notice of the VPPA violations alleged
herein.

17. Plaintiff Barbara Grazioli is a resident of New Jersey. In or about the year of 2015,
Ms. Grazioli subscribed to Lee’s Atlantic City Weekly and Press of Atlantic City. During the
sign-up process, Ms. Grazioli was not provided an opportunity, consistent with the VPPA, to

consent to share her information as a result of Defendant’s Tracking Methods. Ms. Grazioli
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subsequently watched prerecorded video content on both Atlantic City Weekly’s and Press of
Atlantic City’s websites using a device that was signed into Facebook, resulting in Ms. Grazioli’s
PII and Video Watching Data being shared with Facebook. Ms. Grazioli’s Facebook profile
included personally identifiable information. On December 7, 2022, Ms. Grazioli served Lee, as
well as Atlantic City Weekly and Press of Atlantic City, with pre-suit notice of the VPPA
violations alleged herein.

18.  Plaintiff Dana Foley is a resident of Illinois. In or about May of 2017, Ms. Foley
subscribed to Lee’s St. Louis Post-Dispatch. During the sign-up process, Ms. Foley was not
provided an opportunity to consent to share her information as a result of Defendant’s Tracking
Methods. Ms. Foley subsequently watched prerecorded video content on St. Louis Post-
Dispatch’s website using a device that was signed into Facebook, resulting in Ms. Foley’s PII and
Video Watching Data being shared with Facebook. Ms. Foley’s Facebook profile included
personally identifiable information. On December 7, 2022, Ms. Foley served Lee, as well as St.
Louis Post-Dispatch, with pre-suit notice of the VPPA violations alleged herein.

19.  Plaintiff Douglas Castle is a resident of Indiana. In or about October of 2021, Mr.
Castle subscribed to Lee’s St. Times of Northwest Indiana. During the sign-up process, Mr.
Castle was not provided an opportunity to consent to share his information as a result of
Defendant’s Tracking Methods. Mr. Castle subsequently watched prerecorded video content on
Times of Northwest Indiana’s website using a device that was signed into Facebook, resulting in
Mr. Castle’s PII and Video Watching Data being shared with Facebook. Mr. Castle’s Facebook
profile included personally identifiable information.

20. Defendant Lee Enterprises, Inc. is incorporated in Delaware and maintains its

headquarters in Davenport, lowa. Defendant Lee provides advertising and local news media in
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77 markets across 26 states.® Lee along with its Lee Sites offers guests the option to sign-up for
a newsletter or otherwise create an account or purchase a subscription. The Lee Sites also offer
a selection of viewable media, including pre-recorded videos. The Lee Sites have utilized and
continue to utilize the Tracking Methods that allows the Lee Sites to transmit Subscribers’
identifiable information, without the consent of subscriber-users, from the Lee Sites to Facebook.

21. Non-party The Buffalo News is headquartered in Buffalo, New York, and provides
daily news across multiple counties within New York. As a part of providing news media, The

Buffalo News has a Lee Site (www.buffalonews.com) which, in addition to offering visitors the

option to subscribe to a newsletter, offers streaming prerecorded audio-visual media and articles.
The coding for the Lee Site’s website stems from Lee and, in fact, Lee’s ownership of the
advertising and its copyright appear across the webpages on the Lee Site.

22. Non-party the Greensboro News & Record is headquartered in Greensboro, North
Carolina, and is a “leading multimedia news, information, advertising and entertainment source
for the cities of Greensboro and High Point, Guildford County and Rockingham and Randolph

counties in North-Central North Carolina.”® As a part of providing news media, the Greensboro

News & Record has a Lee Site (www.greensboro.com) which, in addition to offering visitors the
option to subscribe to a newsletter, offers streaming prerecorded audio-visual media, articles, and
links to other Lee Sites. The coding for the Lee Site’s website stems from Lee and, in fact, Lee’s
ownership of the advertising and its copyright appear across the webpages on the Lee Site.

23. Non-Party Atlantic City Weekly is headquartered in Pleasantville, New Jersey,

and provides dining, entertainment, nightlife, and community news for the Atlantic City region.’

5 About Us, LEE ENTERPRISES, https:/lee.net/about/ (last visited Nov. 21, 2022).
& About Us, GREENSBORO NEWS & RECORD, https://greensboro.com/site/about.html (last visited Nov. 21, 2022).
7 About Us, ATLANTIC CITY WEEKLY, https://atlanticcityweekly.com/site/about.html (last visited Dec. 13, 2022).

6
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As a part of providing news media to its community, the Atlantic City Weekly has a Lee Site

(www.atlanticcityweekly.com) which, in addition to offering visitors the option to subscribe to a

newsletter, offers streaming prerecorded audio-visual media, articles, and links to other Lee Sites.
The coding for the Lee Site’s website stems from Lee and, in fact, Lee’s ownership of the
advertising and its copyright appear across the webpages on the Lee Site.

24, Non-Party Press of Atlantic City is headquartered in Pleasantville, New Jersey,
and provides news and information about South Jersey in multiple media formats.® As a part of
providing news media to its community, the Press of Atlantic City has a Lee Site

(www.pressofatlanticcity.com) which, in addition to offering visitors the option to subscribe to a

newsletter, offers streaming prerecorded audio-visual media, articles, and links to other Lee Sites.
The coding for the Lee Site’s website stems from Lee and, in fact, Lee’s ownership of the
advertising and its copyright appear across the webpages on the Lee Site.

25. Non-Party St. Louis Post-Dispatch is headquartered in St. Louis, Missouri, and
provides local news, ideas for weekend entertainment, sports analysis, etc., reported from many

sources.® As a part of providing news media to its community, the St. Louis Post-Dispatch has a

Lee Site (www.stltoday.com) which, in addition to offering visitors the option to subscribe to a
newsletter, offers streaming prerecorded audio-visual media, articles, and links to other Lee Sites.
The coding for the Lee Site’s website stems from Lee and, in fact, Lee’s ownership of the

advertising and its copyright appear across the webpages on the Lee Site.

8 About, PRESS OF ATLANTIC CITY, https://www.linkedin.com/company/the-press-of-atlantic-city-media-group (last
visited Dec. 13, 2022).
9 About, PRESS OF ATLANTIC CITY, https://www.linkedin.com/company/the-press-of-atlantic-city-media-group (last
visited Dec. 13, 2022).
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26. Non-Party Times of Northwest Indiana is headquartered in Munster, Indiana, and
provides news and sports media, including local news for Lake, Porter, and LaPorte counties.*®
As a part of providing news media to its community, the Times of Northwest Indiana has a Lee

Site (www.nwitimes.com) which, in addition to offering visitors the option to subscribe to a

newsletter, offers streaming prerecorded audio-visual media, articles, and links to other Lee Sites.
The coding for the Lee Site’s website stems from Lee and, in fact, Lee’s ownership of the
advertising and its copyright appear across the webpages on the Lee Site.

JURISDICTION AND VENUE

27.  This Court has subject matter jurisdiction for Plaintiffs’ claims under 28 U.S.C. §
1331 because they arise under the Video Privacy Protection Act, 18 U.S.C. § 2710.

28.  This Court also has jurisdiction over this action pursuant to 28 U.S.C. § 1332(d)
because there are more than 100 Class members; the aggregate amount in controversy exceeds
$5,000,000.00, exclusive of interest, fees, and costs; and at least one Class member is a citizen of
a state different from Defendant.

29.  This Court has personal jurisdiction over Defendant because Defendant’s principal
place of business is in the state of lowa.

30.  Venue is proper in this District pursuant to 28 U.S.C. § 1391 because Defendant’s
principal place of business is located in this District and Defendant conducts substantial business
operations in this District. In connection with the Lee Sites, the video content, hosting of media
accessible to subscribers, and associated coding, all originate and arise out of the Defendant’s

business operations in this District.

10 About, TIMES OF NORTHWEST INDIANA, https://www.nwitimes.com/about/ (last visited Dec. 13, 2022).

8
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COMMON FACTUAL ALLEGATIONS

A. Background of the Video Privacy Protection Act

31. The VPPA regulates the disclosure of information about consumers’ consumption
of video content, imposing specific requirements to obtain consumers’ consent to such disclosure.
Under the statute, for each violation of the statute, a court may award actual damages (but not
less than liquidated damages of $2,500.00 per person), punitive damages, equitable relief, and
attorney’s fees.

32.  The VPPA prohibits “[a] video tape service provider who knowingly discloses, to
any person, personally identifiable information concerning any consumer of such provider.” 18
U.S.C. § 2710(b)(1). The VPPA defines personally identifiable information as “information
which identifies a person as having requested or obtained specific video materials or services
from a video service provider.” 18 U.S.C. § 2710(a)(3). A video tape service provider is “any
person, engaged in the business, in or affecting interstate or foreign commerce, of rental, sale, or
delivery of prerecorded video cassette tapes or similar audio visual materials.” 18 U.S.C. §
2710(a)(4). The VPPA was initially passed in 1988 for the purpose of protecting the privacy of
individuals’ video rental, purchase and viewing data.

33. In 1988, Senators were particularly troubled by disclosures of records that reveal
consumers’ purchases and rentals of videos and other audiovisual materials. As Senator Patrick
Leahy and the late Senator Paul Simon recognized, records of this nature offer “a window into
our loves, likes, and dislikes,” such that “the trail of information generated by every transaction
that is now recorded and stored in sophisticated record-keeping systems is a new, more subtle and
pervasive form of surveillance.” S. Rep. No. 100-599 at 7-8 (1988) (statements of Sens. Simon

and Leahy, respectively).
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34, In 2012, Congress amended the VPPA, and in so doing, reiterated the Act’s
applicability to “so-called ‘on-demand’ cable services and Internet streaming services [that] allow
consumers to watch movies or TV shows on televisions, laptop computers, and cell phones.” S.
Rep. 112-258, at 2.

35.  Seeing the same potential harms as Congress, the lowa Legislature also passed its
own version of the VPPA in 1988, which categorized the activity contemplated in the VPPA as a
misdemeanor.*!

36.  During a recent Senate Judiciary Committee meeting, “The Video Privacy
Protection Act: Protecting Viewer Privacy in the 21st Century,” Senator Leahy stated that
“Iwi]hile it is true that technology has changed over the years, we must stay faithful to our
fundamental right to privacy and freedom. Today, social networking, video streaming, the
‘cloud,” mobile apps and other new technologies have revolutionized the availability of
Americans’ information.”*?

37. Defendant here is a video service provider in that it provides pre-recorded audio
visual materials to Plaintiffs and Class members on the Lee Sites.

38.  The relationship between Plaintiffs and Defendant is precisely the type of
relationship contemplated by the VPPA.

39. In this case, Defendant knowingly and systematically disclosed Plaintiffs’

personal viewing information to Facebook, without obtaining their consent.

11 See lowa Code Section 727.11.

12 See The Video Privacy Protection Act: Protecting Viewer Privacy In The 21st Century, Hearing Before the
Subcomm. On Privacy, Technology and the Law of the Comm. On The Judiciary, United States Senate, 112th Cong.,
January 31, 2012, COMMITTEE ON THE JUDICIARY, https://www.judiciary.senate.gov/download/hearing-
transcript -the-video-privacy-protection-act-protecting-viewer-privacy-in-the-21st-century (last visited December
15, 2022).

10
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B. Lee Utilizes Facebook Tracking Methods to Gather and Transmit Pll and Video
Watching Data

40. Facebook provides tools for web developers to utilize to monitor user interactions
on their websites, which can then be shared with Facebook (e.g., the Tracking Methods). 13

41.  The purpose of the Tracking Methods, regardless of which, is the same: to gather,
collect and then share user information with Facebook for further analysis. The Tracking
Methods include, for example, event monitoring tools provided or facilitated by the Facebook
Pixel, which are available to web developers for the purposes sharing user activity with third-
parties.

42.  Anyone with a developer’s console tool, built directly into commonly available
internet browsers, can monitor the transmissions made from Lee’s websites via the Tracking
Methods and sent to Facebook.

43.  The Tracking Methods are used to share both user activity and user identity with
Facebook.

44.  When a Facebook user logs into Facebook, a “c_user” cookie — which contains a
user’s non-encrypted Facebook User ID number (“UID”) — is automatically created and stored on
the user’s device for up to a year.*

45.  AFacebook UID can be used by any ordinary person, not just Facebook employees
or computer scientists, to easily identify a Facebook user.® Once the routine exchange of

information is completed through the Tracking the Methods, the UID that becomes available can

13 Meta Pixel, META FOR DEVELOPERS, https://developers.facebook.com/docs/meta-pixel/ (last visited December
12, 2022).

14 Privacy Center: Cookies Policy, FACEBOOK, https://www.facebook.com/policy/cookies/ (last visited December
12, 2022).

15 Help Center: How usernames and user I1Ds are used on Facebook Profiles, FACEBOOK,
https://www.facebook.com/help/211813265517027 (last visited December 15, 2022).

11
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be accessed and used by any individual to easily identify a Facebook user, by simply appending

the Facebook UID to www.facebook.com (e.g., www.facebook.com/[UID_here]). That step,

readily available through any internet browser, directs the browser to the profile page, and reveals
all the publicly available information contained in or associated with the profile page, for the user
associated with the particular UID.

a. The Facebook Pixel as a Tracking Method

46.  The Facebook Pixel (the “Pixel”) tracks user-activity on web pages by monitoring
events which,*® when triggered, causes the Pixel to automatically send data directly to Facebook
through “requests.”’

47. Examples of events utilized by websites, including the Lee Sites, include a user
loading a page with (i) “microdata” tags (the “Microdata event”),'8 or (ii) with a “Domain” Pixel
event being active (the “Domain event™).1°

48.  The presence of Pixel events, such as the Microdata and the Domain event, can be
confirmed by using the Facebook Pixel Helper tool.

49.  When a Pixel event is triggered, a “request” is sent to Facebook (through URL

www.facebook.com/tr/).%°

16 Meta Business Help Center: About Meta Pixel, FACEBOOK,
https://www.facebook.com/business/help/742478679120153?id=1205376682832142 (last visited December 15,
2022).

17 See generally 1d.

18 Facebook Microdata Installing Schema, CAT HOWELL, https://cathowell.com/facebook-microdata-what-it-is-
how-to-set-it-up/ (last visited December 15, 2022).

19 Meta Business Help Center: Specifications for Meta Pixel standard events, FACEBOOK,
https://www.facebook.com/business/help/402791146561655?id=1205376682832142 (last visited December 15,
2022).

20 How We Built a Meta Pixel Inspector, THE MARKUP, https://themarkup.org/show-your-work/2022/04/28/how-we-
built-a-meta-pixel-inspector (last visited December 15, 2022).

12
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50.

51.

Where a ¢ user cookie is active on a user’s device, the website’s Tracking

9521

The inclusion of a user’s UID in the “Request Header” is depicted, for example,

in this image derived from a developer’s console monitoring the verification “request” made by

Lee’s Greensboro News & Record Site:

7id=9612118939699408:ev=Domain&d|=h...
7id=9612118939699408:ev=Domain&dI|=h...

B tr/
E

52.

* Response Headers (10)
¥ Request Headers

:authority: www.facebook.com

:method: GET

rpath: /try/21d=961211893969942&ev=Domain&dl=https¥3A%2FX2Fgreensboro. com¥2F newsX¥2Fnational®2F
very-strong-vid-dangerous-storms-punmel-much-of-us-4aet¥2Fvideo_81aaS58e9-EFf@5-5083-bb5d-fake
@3efdfd5. html%¥3Fmodal_doc¥3Dtruedrl=https¥3A%¥2F%IFgreensboro. com¥2Fsearch¥2F%3Fnsa¥3besditio
n%26app¥3Deditorial®¥26d1%30%26d2%30%26s%3Dstart_time¥26sd¥3Ddesc¥261%3025%26t%30video®252Cyo
utube®26nf1%3Dap¥26q¥30videoX26d1%30%26d 283081 f=truelts=1671187952265&cd®5Bcustom_param¥5D=g
reensboro. com&sw=1920&sh=10808v=2.9.90&r=stablekec=180=304fbp=Ffb.1.16600722413391. 78380938641
t=1671187952184%coo=Ffalsefrqm=GET&dt=2heb3ungnhym7tpgplugba327jgvgadg

sscheme: https

accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8

accept-encoding: gzip, deflate, br

accept-language: en-Us,en;g=08.9,ja-1P;q=0.8,ja;9=0.7

cookie: sb=BrSTYPELDS_cSTNNh1471]bm; dat|‘=a?5T‘r‘.‘-l:9.-'J\b813\(191Fr-lw;-'6r6):;ML

Figure 1 Greensboro News & Record sends c_user cookie to Facebook?

In a manner similar to the Greensboro News & Record, a user’s ¢_user cookie

similarly appears in Lee’s other News Sites, as depicted below:

2L HTTP cookies explained, HUMAN WHo CODES, https://humanwhocodes.com/blog/2009/05/05/http-cookies-

explained/ (last visited December 15, 2022).
22 \ery strong vid: Dangerous storms pummel much of us (4aET), GREENSBORO NEWS & RECORD,
https://greensboro.com/news/national/very-strong-vid-dangerous-storms-pummel-much-of-us-

4aet/video_81aab50e9-8f05-5b83-bb5d-fabe03efdfd5.html (last visited Dec. 15, 2022)

13
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tr * Response Headers (10
ERYY

fbevents.js * Request Headers

identity,js?v=2.9.89 :authority: www. facebook. com

951211893969%407v=2.9.898r=stable .method: GET

[Z 7id=961211893969940& ev=Domain&d|=h

spath: /tr/2id=961211893969948&ev=D0omain&dl=nttps%3A%2FE2Fpressofatlanticcity. com®2Fnews¥2Fperu-s-protests-have-turned:
adly%2Fvideo_bT7bb2489-382a-5b3d-ad9fc-36a8cFEbcOc2. himl¥3Fmodal_dock3Dtrue&rl=httpsE3A%2F%¥2Fpressofatlanticcity . com¥2F

=9612118939609408 ev=Domain8id|

B 7et=wuedjplguTudpposafolwamagmyrhs.. rch%2F%3Fnsa%3Deedition¥26app%3Daditorial%26d1%30%26d2%30%265%3Dstart_tine%265d%30de sc¥261%3025%26+%30viden252Cyouty
B 26g¥%3Dvidec%26d1%30%26d2%3D&1F=trueidts=1670885121309&cd¥5Bcustom_param¥5D=pressofatlanticcity . comisw=25608s5h=14488v=2
B '?d_t:EiUpnglnsztes"lszgk3f”5c‘j“Edm9 §9&r=stablefec=180=30&Fbp=Fb.1. 1670362491697 . 95240633381t =1678555121113& oo=Ffalse&rqm=GET&dt=yq5mr75g8t29dg2rfybjhbzd
B tr/ ohvpy
:scheme: https
accept: image/avif,image/webp,image/apng, image/sve+uml,image/=,*/*;q=0.8
accept-encoding: gzip, deflate, br
accept-language: en-US,en;q=8.9,3a-IP;q=0.8,Ja;q=8.7
cookie: sb=Br5TYPSLbLS_cSFNNh14711bm; datr=e75w~1p9AbarswngMw;,-srsxl c_user==|usida=eyJzzxﬁoj EsImlkIjoi
Figure 2 Press of Atlantic City sends c_user cookie to Facebook?
- Keterrer I‘Dlll:"! strict-origin-when-cross-origin
[ERTS
fhevents.js * Response Headers 10)
identity.js?v=2.9.89 ¥ Request Headers

961211893969840%v=2.9.89&r=stable
id=9612118939699408ev=Domain&dl=h...

:authority: www.facebook. com
:method: GET
spath: /tr/?id=961211893969948&ev=Domain&dl=https¥3A%2F%¥2Fbuffalonews . com¥2Fnews¥2Fuor1d¥2F incredible-humpback-whale -m:

=0612118939699408 ev=Domain&tdi=h...
[E 7dt=xvd1tkdubpiwchg28o9rohcgo9ks1dor

=-3-208-mile-migratory-journey-with-broken-spine®2Fvideo_947daZed-8dd4-5b15-b315- 36e37@32316d. html¥3Fmodal_doc¥3Dtruel

ER =httos¥3A%2FY2Fbuffalonews. com¥2Fsearch¥2F¥3Fnsa®ileedition¥26app¥3Deditorial¥26d1%3D%26d2%30%265¥30start_time%265d%3]

[El 7dt=86fdskdlne65rBafuTjx718ggifdelyu : : :
5cH261%3D25%261%30videok252Cyoutube®260%30video¥26d1%30%26d2%3D&1f=t ruekts=1670885643781&cd¥5Bcustom_param¥sD=buffalol

Bt/ 5. Com&sw=2568&5h=1440&y=2.9.89&r=stablekec=180=-30&fbp=fb.1.1666283480467.1787553654L1t=1670885643429&coo=-falselexp=a0i

m=GET&dt=buymulem8p2vmi7np312vkotduzot547

:scheme: https

accept image/avif,image/webp,image/apng, image/svg+xml,image/=,*/*;9=€.8
accept-enceding: gzip, deflate, br

accept-language: en-US,en;q=8.9,ja-1P;q=0.8,ja;9=8.7

cookie: sb=@rSTYPELES_cSFNNN147115m; datr=075TYMp9ALAT3wSzFluy6rex;) isica=ey)2ZXIi0iEsImlkI ol

Figure 3 Buffalo News sends c_user cookie to Facebook®*

2 Peru’s protests have turned deadly, THE PRESS OF ATLANTIC CITY, https://pressofatlanticcity.com/news//peru-s-
protests-have-turned-deadly/video b7bb2489-3a2a-5b3d-a9fc-36a0cf8bc9c2.html (last visited December 15,
2022).

2 Incredible humpback whale makes 3,000-mile migratory journey with broken spine, THE BUFFALO NEWS,
https://buffalonews.com/news/world/incredible-humpback-whale-makes-3-000-mile-migratory-journey-with-
broken-spine/video 94f4a2ed-8dd4-5b15-b315-36e3f03e316d.html (last visited December 15. 2022).
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2CyoutubeX260%3Dvidenk26d1%30%26d2%3081 F=falsedts=16711087033248cd [ custom_param]=atlanticcityweekly . condsw=1920asn=10808y=2.
9.98&r=stabledec=180=304fbp=Fb. 1.1670285467556 . 19641403141t =1571108703215&c00=Falselram=GET
Request Method: GET

[ 7id=9612118939699408ev=Domain&dl=h...
B 7at=rg@mngnfyxclexiglsShwwdfdgrrnd

B

SR

Bl 7dt=3r7j9wgjdfepOtodbakef2odtubdagiz

Status Code: @ 288 Internal Redirect
Referrer Policy: strict-origin-when-cross-origin

» Response Headers a0

~ Request Headers.
zauthority: waw.facebook. com
:method: GET
:path: /tr/?id=961211893969940Rev=00omainddl=nttpsX3AK2FE2Fatlanticcityweakly . comk2Fvideo®dF news¥2F sea-isle-city-holds-st-patr
icks-paradekiFvidec_45130478-8159-5685-0431-0ab7 F32e0ded . htnlar 1=https¥3AXIFRIF st lanticcityweakly , comB2F search¥2F%3Fnsad3Des
dition%26app¥3IDeditorial¥26d1%30%26d2%3ID%26s%3Ds tart_time26sd%3Ddesc¥261%3D25%266%30vide0%252Cy outube¥260%3Dvidecs26d1¥30%2
6d2%3D&1 F=Falsets=1671106703324&cd%5Bcustom_paran¥SD=atlanticcityweekly . comdsw=1920&sh=1080&v=2,9.90ar=stabletec=180=30&Fbp
=Fb.1.167@286467556. 196414031811 =16711887832158c00=False&rgm=GE T&dt=ras51bh7korgézj9jn3jaj6bpx523r:3
:scheme: https
accept: image/avif,image /webp,image/apng, image/svgrxml,image/*,*/%;q=0.8
accept-encoding: gzip, deflate, br
accept-language: en-US,en;g=2.9,3a-IP;0=2.8, ja;0=0.7

cookie: sp=@r5TYPBLBS_cSFNNh14711bm; Dlatr=B?STY.“DBADBBW‘B:FNW&‘SPSX;sida=E)‘32ZXIiDj EsImlkIjoiQXItc3v

Figure 4 Atlantic City Weekly sends c_user cookie to Facebook®

B w Referrer Policy: strict-origin-when-cross-origin
[Z 7id=1535582785848068 ev=>SubscribedBu
[ 7id=1535582785848068ev=SubscribedBy | | Response Headers ao
[El 7dt=qrex174tap76j9kwhins1ig131gug92t ¥ Request Headers
ER :authority: www.facebook. com
fbevents,s :method: GET
identityjs?7v=2.8.90 spath: /tr/?id=153558278584806&ev=Domain&dl=httpsk3A%X2F%2Fuww. st1today . comk2Fnews¥2Fnationa

9612118939699407v=2.9.90&r=stable
1535582785848067v=2.9.908r=stable
[- 7id=1535582785848068ev="PageViewddl
[7 7id=1535582785848068 ev=PageViewdd|,
[Z 7id=9612118939699408tev=Domain&dI=}
r
r

ms-pummel-much-of-us-4aet®2fvidec_9caeddbd-6195-588a-9808- Fd465748Fa2c. html%3Fmodal_dock3lr
y.com¥2Fsearch¥2F¥3Fnsa¥ileedition¥26app®iDeditorial®26d1R30826d2%30%826s%3Dstart_timeX¥26sd;
outube%26q%30video®26d1%30%26d2%30&1Ff=trueidts=1671189828123&cd%5Bcustom_param¥sD=stltoday .
ble&ec=180=308fbp=fb.1.1670363854005.163290854581t=16711009827846&cco=Falselrqm=GETRdt=Frp8:

:scheme: https
7id=9612118939699408 ev=Domain&dI=}

7id=1535582785848068 ev=Domain&dI=t

accept: image/avif, image/webp,image/apng, image/sve+xml, image/*,*/*;q=0.8

accept-encoding: gzip, deflate, br

153558278584 8068 ev=Domain&dl=

accept-language: en-US,en;g=0.9,ja-1P;q=08.8,Ja;9=8.7

Tdt=8rjsz5qbcsali2firbg 83vmwx59uditk .
X cookie: sb=Br5TYPELbS_c5fNNh14711bm; datr=875TYMpOADAT IwIzFNwyErEX ) _

Figure 5 St. Louis Post- Dispatch sends c_user cookie to Facebook?®

% Sea Isle City holds St. Patrick’s parade, ATLANTIC CITY WEEKLY,
https://atlanticcityweekly.com/video/news/sea-isle-city-holds-st-patricks-parade/video 45130478-8159-5688-b431-
0ab7f32e9ded.html (last visited December 15, 2022).

2% \ery strong vid: Dangerous storms pummel much of us (4aET), ST. Louls POST-DISPATCH,
https://www.stltoday.com/news/national/very-strong-vid-dangerous-storms-pummel-much-of-us-
4aet/video_9caeddbd-6195-588a-9808-fd465740fa2c.html (last visited December 15, 2022).
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W 7id=961211893969940&ev=Domain&dl=h... content-type: text/plain
B 7dt=ylBBafyiTy3hsr1j92Tiz6mi6TkntTac cross-origin-resource-policy: cross-origin
B w date: Fri, 16 Dec 20822 17:17:21 GMT

[ER7

[El 7dt=8uglecmsTmTedgiTnTmixcey758uafrd

priority: u=3,1
server: proxygen-bolt
strict-transport-security: max-age=31536800; includeSubDomains

¥ Request Headers
:authority: www.facebook.com
:method: GET
spath: /tr/?1d=961211893969340&=v=Domain&dl=httpsX¥3AX2F%2Fuww. nwitimes . com¥2Fnews¥2Fnational
e-from-california%2fvideo_7724166d-46e4-58d4-a667 - 248882874c@e. htmlE3Fmodal _doc¥3Dtrus&rl=r
arch¥%2F%3Fnsa%3Desdition¥26appE3Deditorial¥26d1%30%2602%30%26:%3Dstart_time%26sd%30desc®26]
3Dvideo%26d1%30%2642%3081Ff=truelts=1671211041290&cd%5Bcustom_param¥sD=nwitimes . comisw=25608
B&fbp=Ffb.1.1669839575215.185908588481t=16712118410568coo=falselrqm=GET&dt=ztpascp3aetc58hdg
:scheme: https
accept: image/avif,image/webp,image/apng, image/sve+xml,image/*,*/*;9=6.8
accept-encoding: grzip, deflate, br
accept-language: en-US,en;q=0.9,ja-1P;q=0.8,7a;9=2.7

cookie: sb=@r5TYPELbS_cSFNNh14711bm; datr‘=B?5TY.‘1pBAbBI3\r|9zFNw;-'SrS){_!

Figure 6 Times of Northwest Indiana sends ¢_user cookie to Facebook?”

53. This method of attaching a user’s Facebook UID to Pixel requests is common
across all the Tracking Methods implemented by the Lee Sites.

54.  In addition to automatically issuing the “request” with a Facebook user’s UID,
website developers’ “requests” to Facebook contain additional parameters embedded in the
“request” URLs, which include the addresses of the web pages issuing the “requests” and the
titles of video content viewed by the users.

55. A URL, in addition to a domain name and path, will often contain parameters.
Parameters are values added to a URL to transmit data and direct a web server to provide

additional services, as depicted below:

I Authority
http:// www.example.com: 80 /path/to/myfile.html ?key1=valuel&key2=value2

erers Anchor

Scheme Oomain hame Fort Parn oo the file

Figure 7 Mozilla's diagram of a URL, including parameters?®

27 County decides whether to secede from California, TIMES OF NORTHWEST INDIANA,
https://www.nwitimes.com/news/national/county-studies-whether-secede-from-california/video 7724166d-46e4-
58d4-a667-248082874c0e.html (last visited Dec. 18, 2022).

2 What is a URL?, MozILLA, https://developer.mozilla.org/en-

US/docs/Learn/Common_guestions/What _is_a_URL (last visited December 15, 2022).

16



https://www.nwitimes.com/news/national/county-studies-whether-secede-from-california/video_7724166d-46e4-58d4-a667-248082874c0e.html
https://www.nwitimes.com/news/national/county-studies-whether-secede-from-california/video_7724166d-46e4-58d4-a667-248082874c0e.html
https://developer.mozilla.org/en-US/docs/Learn/Common_questions/What_is_a_URL
https://developer.mozilla.org/en-US/docs/Learn/Common_questions/What_is_a_URL

Case 3:22-cv-00086-SHL-SBJ Document 1 Filed 12/19/22 Page 17 of 54

56.  The inclusion of the web page address and video content information is depicted

below on Lee’s websites:

Reguest URL: hittps://www.facebook.com/tr/?1d=961211893969946&ev=Domain&dl=https¥3AX2F¥2Fatlanticcityweekly . com¥2Fvideok2Fnewsd
sea-isle-city-holds-st —patricks—paradeiZF\.fideo_d-SlB@d?S—SlSQ— 5688-b431-Bab7f32e9ded. html&rl=https¥3A%2F%2Fatlanticcityweekly.
m%2Fsearch¥2FE3Fnsa%ilesdition¥26appkileditorial¥26d1%30%26d2%30%26s¥3Dstart_time%26s0%30desck261%3025%26t%30videnX252Cyoutub
6g%30videc®26d1%30%26d2%3D&1f=Ffalsefits=16783567234468 cd[ custom_param]=atlanticcityweekly . com&sw=25688sh=14488v=2.9.89&r=stabl
c=1&0=38&fbp=Fb.1.1678286467556, 19641493181 t=16703567 2308 3&coo=false&rgm=GET

Request Method: GET

Status Code: @ 208 Internal Redirect

Referrer Policy: strict-origin-when-cross-origin

¥ Response Headers
access-control-allow-credentials: true
access-control-allow-origin
alt-swc: h3=":443"; ma=56488

Figure 8 Atlantic City Weekly shares the title of videos with Facebook?®

Mame X Headers Payload Preview Response Initiator Timing Cookies

fbevents.js ¥ General
identity,)s7v=2,9.89
9612118939699407v=2.9.898r=stable
[Z 7id=961211893969940&ev=Domain&udl=h...
[Z 7id=961211893969940&ev=Domain&dl=h...
[l 7dt=778Ravwvpdndui2o2fpkhpamarys5ffac
El tr/
[Z 7id=961211893965940&ev=Microdataddl...
[Z 7id=961211893969940&ev=Microdataddl...
El ?dt=h3|pxbrTgnlgoruethgSvitrmelhiSpy
Bl trf » Response Headers (10}

Request URL: hittps://www.facebock.com/tr/?1d=961211893969948&ev=Domain&dl=htt

I peru-s-protests-have-turned-deadly§2Fvidec_b7bb2489-3a2a-5b3d-adfc-36adcfEbe

Foressofatlanticcity. cnm%mzlﬂﬂFr1sa%BDeedition%?_63pp%3Deditorial%26d1
1%3D25%26t%30videc®252Cyoutube®26g%30videck26d1%30%26d2%3081 f=t ruekt s=167838
Y. COomEsw=25588%sh=1448&v=2.9.89&r=stablefec=18&0=38&Fbp=Tb.1.167835624591597., 952
Request Method: GET

Status Code: @ 2808 Internal Redirect

Referrer Policy: strict-origin-when-cross-origin

fbevents,js ¥ Request Headers
identity,js?v=2.9.89
051211893969%407=2.9.808r=stable
[~ 7id=961211883263940&ev=Daomainédl=h...
Tid=9612118939699408& ev=Domainddi=h...

:authority: www. facebook.com

:method: GET

jpath: /tr/?id=961211893969948&ev=Domainddl=httpsk3A%2FX2Fpressofatlanticcity
adly%2Fvideo_b7bb2489-3825-5b3d-adfc-36a0cfBbo9c2 . himl¥3Fmodal_doc¥3Dtruedrl

Figure 9 Press of Atlantic City shares video title with Facebook®®

2 Sea Isle City holds St. Patrick’s Parade, ATLANTIC CITY WEEKLY,
https://atlanticcityweekly.com/video/news/sea-isle-city-holds-st-patricks-parade/video 45130478-8159-5688-b431-
0ab7f32e9ded.html (last visited December 15, 2022).

80 Search Results, THE PRESS OF ATLANTIC CITY,
https://pressofatlanticcity.com/search/?nsa=eedition&app=editorial &d1=&d2=&s=start_time&sd=desc&|=25&t=vi
deo%2Cyoutube&g=video&d1=&d2= (last visited December 15, 2022).
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MName X  Headers Payload Preview Response Initiator Timing  Cookies
fbevents.js ¥ General
identity,s7v=2.9.89
9512118939699407y=2.9.898!r=stable
[T 7id=9612118939699408ev=Domain8ud|=h...
[T 7id=9612118939699408ev=Domain8id|=h...
[El 7dt=vxpcss0IlI578z5gleqt1$6 1 zubuyivn
El trf
[ 7id=96121189398%9408ev=Micradatafudl...
[2 7id=9612118939699408&ev=Microdata&dl...
[El 7dt=be1dbib233p3yzicbungwix2iTmydddg

Request URL: https://waw.facebook.com/tr/?id=9612118939699488ev=Domain&dl=https?

I incredible-numpback-whale-makes-3-88@-mile-migratory-journsy-with-oroken- spineSl
16d.html1%¥3Fmodal_doc¥30trusirl=https¥IAXIF¥2Fbuffalonews .. com¥2Fsearch¥2F¥3Fnsak

2%30%26=%30start_time%26sd%3Ddesc¥261%3025%261%30videc®252youtube®%2 6q¥3Dvidenk
cd[custom_param]=buffalonews.comisw=256858sh=144a8y=2.9,83&r=stablefec=1R0=32&F0b
56434298 coo=Talsefexp=adi&rgm=0ET

Request Method: GET

Status Code: @ 20@ Internal Redirect

Referrer Policy: strict-origin-when-cross-origin

Bt
fhevents,js ¥ Response Headers “1m
identity)s?v=2.9.89 ~ Request Headers

95121185939699407v=2.9.898!r=stable
[ 7id=9612118939699408:ev=Domaindid|=h...

:authority: www. facebook.com

:method: GET

Tid=9612118939699408 ev=Domainédi=h...
El ?dt=vwditedihnivcha?BndrahenndkS1dar

:path: /tr/2id=96121189396994858ev=Domain&dl=httpsX3A%2IFXIFbuffalonews . com¥2Fnews

Figure 10 Buffalo News shares video title with Facebook®*

MName X Headers Payload Preview Response Initistor Timing  Cookies

fbevents.js ¥ General
identity,js?v=2.9.90
9612118939699407v=2.9.908 r=stable

[~ 7id=9612118939699408ev=DomainBidi=h...

Request URL: hitps://www.facebook.com/tr/?id=061211833969948&ev=Domain&dl=https%3A%2F%2Fgreensboro. con¥2F news¥2Fnational®¥2F

I very-strong-vid-dangerous-storms -pummel- much-of-us-4aet|2FvideDjlaaSBeQ -Ef@5-5083-bb5d-fafed3efdfdS . htmla&rl=2if=Ffalsedts=

16711887713128cd[ custom_param]=greensboro. com&sw=19208sh=10388v=2.9.90&r=stabledec=180=38&fbp=Fb.1. 1665872241351 .703893386
&£1t=1671169771088&coo=false&rqm=GET

Request Method: GET

Status Code: @ 20@ Internal Redirect

7id=961211893969340&ev=Domaindtd|=h...
B 7dt=h3cdcT2nlnScysiy2dnmsrksbplpfa4g

E

B

E Pdt=tdferwolfd24rd50yz47115swizc2zel

Referrer Policy: strict-origin-when-cross-origin

* Response Headers (10

Figure 11 Greensboro News & Record shares video title with Facebook®?

31 Search Results, THE BUFFALO NEWS,
https://buffalonews.com/search/?nsa=eedition&app=editorial &d1=&d2=&s=start time&sd=desc&I|=25&t=video%
2Cyoutube&g=video&d1=&d2= (last visited December 15, 2022).

32 Very strong vid: Dangerous storms pummel much of us(4aET), GREENSBORO NEWS & RECORD,
https://greensboro.com/news/national/very-strong-vid-dangerous-storms-pummel-much-of-us-
4aet/video_81aa50e9-8f05-5b83-bb5d-fabe03efdfd5.html (last visited December 15. 2022).
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Name *| X Headers Payload Preview Response |Initiator Timing Cookies

I/ 7id=8612118939699408.ev=Domain&dl=t Request URL: httos://waw.facebook.com/tr/ ?1d=1535582785848068v=Domaingd l=nttps¥3A%2F¥2Fmw . stltoday . com2Fnews%2Fnationalkar
[ 7id=961211893969940& ev=Domain8dI=t
I 7id=153558278584806& ev=DomainddI=t

I very-strong-vid-dangerous-storms -pummel-much- DF-us-4aet*F\fideD_9cae4dbd-6195-SSBa-9888-{d46574@fa2:.html%SFmodal_do:%mtrue

&rl=https¥3A%2FE2Fwww. stltoday. com¥2Fsearch®2F¥3Fnsa¥3Deedition®26app%3beditorial%26d1%30%25d2%30%26s%30start_time%26sd%3Dds
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Figure 12 St. Louis Post-Dispatch shares video title with Facebook®
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Bt Request Method: GET
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Figure 13 Times of Northwest Indiana shares video title with Facebook?*

57.  The information sharing depicted above was derived from Lee’s Atlantic City
Weekly, Press of Atlantic City, Buffalo News, Greensboro News & Record, St. Louis Post-
Dispatch, and Times of Northwest Indiana websites using the developer’s console and reflects
what occurred as part of a “request” by Lee to Facebook.

58.  The Domain events, when used in the manner alleged here, collects and transmits
both video data and user information through these URL “requests.”

59.  The Tracking Methods, when triggered, independently and automatically result in

the sharing of a user’s website interactions and Facebook UID with Facebook.

33 Very strong vid: Dangerous storms pummel much of us(4aET), ST. Louis POST-DISPATCH,
https://www.stltoday.com/news/national/very-strong-vid-dangerous-storms-pummel-much-of-us-
4aet/video_9caeddbd-6195-588a-9808-fd465740fa2c.html (last visited December 15. 2022).

34 County decides whether to secede from California, TIMES OF NORTHWEST INDIANA,
https://www.nwitimes.com/news/national/county-studies-whether-secede-from-california/video 7724166d-46e4-
58d4-a667-248082874c0e.html (last visited Dec. 18, 2022).
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60. Requests sent by the Pixel, for events such as the Domain event, include
parameters in the request which provide websites and Facebook with additional information about
the event being triggered.®®

61. The Lee Sites similarly send video title and URLs of the videos through their
Domain requests, as depicted in Figures 8 through 13.

62. Microdata events are triggered whenever a web page containing Microdata tags is
loaded.®

63. Microdata tags allow developers to nest metadata within the contents of a web
page.®’

64.  This metadata may include the title of a video — for example, here, “title”: “Some
escape historic snowfall just in time for Thanksgiving Week” — on Lee’s Greensboro News and

Record’s website, as depicted below:

3 Meta for Developers: Conversion Tracking, FACEBOOK, https://developers.facebook.com/docs/meta-
pixel/implementation/conversion-tracking/ (last visited December 15, 2022).

3% Facebook Microdata Installing Schema, CAT HOWELL, https://cathowell.com/facebook-microdata-what-it-is-
how-to-set-it-up/ (last visited December 15, 2022).

37 Meta for Developers: Microdata Tags, FACEBOOK, https://developers.facebook.com/docs/marketing-
api/catalog/guides/microdata-tags/ (last visited December 15, 2022).

38 Some escape historic snowfall just in time for Thanksgiving weekend, GREENSBORO NEWS & RECORD,
https://greensboro.com/news/national/some-escape-historic-snowfall-just-in-time-for-thanksgiving-
week/video_e5a28561-4608-5f19-b3ef-536bad32a51e.html (last visited December 15, 2022).
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Figure 14 Greensboro uses Microdata Event to send Microdata tags for video data to Facebook .
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The other Lee Sites similarly include such microdata tags, as depicted below:

id: 153558273584806
ewv: Microdata
https://www.stltoday.com/news/naticnal/very-strong-vid-dangercus-storms-pummel-much-of-us-4aet/video_9caeddbd-6195-588
:a-QBBS—Fd4657dBFa2c.html?modal_doc:‘true
hitps://www.stltoday.com/search/ Inse=eedition&app=editorialidl=8d2=8&s=start_timedsd=desc&l=25&t=videc¥2Cyoutubefg=vide
s o&dl=8d2=
if: true
ts: 1671118213140
cd[DataLayer]: []
I {"title":"VERY STRONG WID: DAMGEROUS STORMS PUMMEL MUCH OF US (4sET)","meta:keywords":"dcc, wire, cnn®, "meta:descripl
cd[Metidn" : " INCREDIBLY strong video and photos! As tornado conditions sweep the South,
h."}
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STRONG VID: DAMGEROUS STORMS PUMMEL MUCH OF US (4aET)","og:description”:"INCREDIBLY strong video and photos! As tornad
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& World","article:publisher™:"https://www. facebook.com/STLFD"}
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Figure 15 St. Louis Post-Dispatch uses Microdata Event to send Microdata tags for video data to Facebook. *°

39 Some escape historic snowfall just in time for Thanksgiving weekend, GREENSBORO NEWS & RECORD,
https://greensboro.com/news/national/some-escape-historic-snowfall-just-in-time-for-thanksgiving-

week/video_e5a28561-4608-5f19-b3ef-536bad32a51e.html (last visited December 15, 2022).

40 Very strong vid: Dangerous storms pummel much of us (4aET), ST. Louls POST-DISPATCH,
https://www.stltoday.com/news/national/very-strong-vid-dangerous-storms-pummel-much-of-us-

4aet/video_9caeddbd-6195-588a-9808-fd465740fa2c.html (last visited December 15, 2022).
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Figure 16 Press of Atlantic City uses Microdata Event to send Microdata tags for video data to Facebook.*
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Figure 17 Buffalo News uses Microdata event to send Microdata tags with video data to Facebook.*

41 Peru’s protests have turned deadly, THE PRESS OF ATLANTIC CITY, https:/pressofatlanticcity.com/news//peru-s-
protests-have-turned-deadly/video b7bb2489-3a2a-5b3d-a9fc-36a0cf8bcIc2.html (last visited December 15,

2022).

2 Incredible humpback whale makes 3,000-mile migratory journey with broken spine, THE BUFFALO NEWS,
https://buffalonews.com/search/?nsa=eedition&app=editorial &d1=&d2=&s=start time&sd=desc&I|=25&t=video%

2Cyoutube&g=video&d1=&d2= (last visited Dec. 12. 2022).
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Figure 18 Atlantic City Weekly uses Microdata Event to send Microdata tags for video data to Facebook. **
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El trf
[El 7dt=mfgBrggsjybdkbbgfctlftvyuxg5qiks
El trf
fbevents.js
identity,js?v=2.9.90
9512118939695407y=2.9.908r=stable

[- 7id=9612118939699408 ev=Damainédi=h...
Tid=9612118939699408 ev=Domain&dl=h...

[El 7dt=yiB6afyiTy3hsr1j92TiabmiGTkntTac

El trf

El trf

[El 7dt=8ugleoms|TmTcdgilnTmxccy758uafrd

¥  Headers Payload Preview Response Initiator  Timing  Cookies
¥ Form Data view source view URL-encoded

id: 961211893955994a
ev: Microdata
https:/ W . nwitimes, com/news/national/county-studies-whether-to-secede-from
: 8@82874cde.himl modal _doc=true
https:/ fuwe. nwitimes. com/search/ *nsa=eeditionfapp=editorialédl=&d2=8s=start_
e dl=8d2=
if: true
ts: 1671211241821
cd[Datalayer]: []

{"title" "County studies whether to secede from California"l"meta:keywor‘ds":

liforniz, secede, studies, vote, voters, symbolic, state, politics, advisory
cd[g'ld al: |
LGV

mbolic message gbout growing frustration in the nation's most populous state

"meta:description™: "Voters in one of Southern California's largest cou

{"og:type": "videc","og:url”: "https://www.nwitimes.com/news/national/ county-st

e0_7724166d-46e4-58d4-a667-248082874cBe. hitml", "og:image” : "hittps://bloximages
ent/tncms/assets/v3/editorial/7/72/7724166d-46e4-58d4-a667 - 248882874 cBe/639Ci

d&d"esre 12BB%ZC638&0r‘der=cr‘0p%2€r‘esige","cg image:width™:"1288", "og: image: he:
C enGrap
[ rpto secede from California®,"og:description”:"Voters in one of Scuthern Ca:

pointed if largely symbolic message about growing frustration in the nation':

egin studying”,"og:site_name nwitimes.com™,"og:section™: "National News | Ui

ot Emmmbenls e Send R e Y

Figure 19 Times of Northwest Indiana uses Micradata Event to send Microdata tags for video data to Facebook.**

43 Sea Isle City holds St. Patrick’s parade, ATLANTIC CITY WEEKLY,
https://atlanticcityweekly.com/video/news/sea-isle-city-holds-st-patricks-parade/video 45130478-8159-5688-b431-

0ab7f32e9ded.html (last visited December 15. 2022).

4 County decides whether to secede from California, TIMES OF NORTHWEST INDIANA,
https://www.nwitimes.com/news/national/county-studies-whether-secede-from-california/video 7724166d-46e4-

58d4-a667-248082874c0e.html (last visited Dec. 18, 2022).
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66.  When a Microdata event triggers, it sends a request to Facebook containing data,
including, but not limited to, the Microdata tags, as seen in the “Payload” tab depicted above.
67. In addition, the Microdata event also sends the user’s Facebook UID to Facebook

when the event is triggered, as seen in the “Headers” tab as depicted below:

identityjs?v=2.9.89
9612118939699407v=2.9.89&r =stable

[0 7id=9612118939699408ev=Domain&d|=h...
7id=9612118939699408 ev=Domaindidi=h...

B

[5 7id=961211893969940&ev=Microdata&adl...
[5 7id=961211893969940&ev=Microdata&dl...

Bt
fbeventsjs
identityjs?v=2.0.80
9612112930699407v=2.9.898u =stable

[0 7id=9612118939699408.ev=Domain&d|=h...
[0 7id=9612118939699408.ev=Domaindd|=h...

Request URL]
Request Method:
Status Code: @ 208 Internal Redirect

wei . facebook . com/tr/

Referrer Policy: strict-origin-when-cross-origin

» Response Headers “1n

¥ Request Headers

sauthority: waw. facebook . com
:method: POST

spath: /tr/3dt=47xj21jx35kh5ua2hz82391q83aqrnhg

:scheme: https

accept: text/ntml,application/xhtmlexml,application/xml;q=0.9, image/avif, image/webp, inage/apng, */+;q=0.8, application/signed-exchange ;u=b3;q=0.9

) accept-encoding: gzip, deflate, br

accept-language: en-US,en;q=0.9,a-1P;=0.8,78;q=8.7
cache-control: max-age=0
content-length: 3284
content-type: application/x-wwa-form-urlencoded
cookie: sb=8r5TYPSLOS_cSFNNN14711bm; aatr=a?;TvH:EAhan@zFuw;-arﬁx; Xxs=40%38R0VBHF jbsFTRUg¥3A%3 1660242007534 - 1¥3A22763
A%3AACUG_31Y¥gBXrcflpK1GGyk35akGInXcFLRIj2Sv152T; 27XTi03EsImlkIj0iQX] scHpiaTF1dHpmaXiil C1@ak1 1T joxN ¥SMDextzU3FQ%3DH30; Fr=0QF 3r6EINNs
pBiytFzAnCd.BjFAAD.B7

ANgDkzuypQ

igin: https://greensboro.com

referer: https://greensboro. con/
sec-ch-ua: "Google Chrome”;v="187", “"Chromium;v="107", "Not=A2Brand”;v="24"
sec-ch-ua-mobile: 28

sec-ch-ua-platform: “Windows"

sec-fetch-dest: iframe

sec-fetch-mode: navigate

sec-fetch-site: cross-site

Figure 20 Greensboro's Microdata event sends c_user cookie and meta data tags to Facebook. *°

45 Some escape historic snowfall just in time for Thanksgiving weekend, GREENSBORO NEWS & RECORD,
https://greensboro.com/news/national/some-escape-historic-snowfall-just-in-time-for-thanksgiving-
week/video e5a28561-4608-5f19-b3ef-536bad32a51e.html (last visited December 15, 2022).
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Name x Payload Preview Response Initistor Timing Cookies

fheventss + General
identity,jsTv=2.9.89
9612118939699407v=2.9.898r=stable
[Z 7id=961211893969940& ev=Domain&dl=h...
[Z 7id=961211893969940& ev=Domain&dl=h...
El 7dt=ySjydfo8mp6Tuhpz50f3477mxbIgum

Bl tr/ ¥ Response Headers

Request URI.I https://www.facebook.com/tr/ I
Request Method: POST
Status Code: @ 200 Internal Redirect

Referrer Policy: strict-origin-when-cross-origin

[7 7id=9612118939699408ev=Microdataedl... access-control-allow-credentials: true
[7 7id=9612118939699408 ev=Micraodatafdl... access-control-allow-origin: https://pressofatlanticcity.com
E Tdt=2flzsq 1tfg333xsmsarudbyvggrdhgig alt-svc: h 43"; ma=86482
El t/ content-length: @
fhevents js

content-type: text/plain
identity,js?v=2.9.80

9612118939699407v=2.9.808r=5table
[Z 7id=9612118939699408:ev=Domain8idi=h...
[7 7id=9612118939699408:ev=Domain8di=h...
El 7dt=1fgxwInlhbjagy434xg3afdSbyaTergl
Bl

E| ?dt=avpo3dodxpd3viyhsg8xeudpe5duTa2m | ¥ Request Headers
:authority: www.facebook.com

:method: POST

cross-origin-resource-policy: cross-origin
date: Mon, 12 Dec 2822 23:13:81 GMT
priority: u=8

server: proxygen-bolt

strict-transport-security: max-age=31536089; includeSubDomains

spath: /tr/?dt=avpo3dodxp43viyhsgdreudpesduialm

:scheme: https

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/a
ed-exchange;v=b3;q=0.9

accept-encoding: gzip, deflate, br

accept-language: en-US,en;q=8.9,ja-1P;q=8.3,33;q=8.7

cache-control: max-age=28

content-length: 3783

content-type: application/x-www-form-urlencoded

cookie: sb=@r5TYPELDS_cSFNNh147110bm; datr:B?STY"‘IpQAbBBszFPMySPSX;

Figure 21 Press of Atlantic City's Microdata event sends c_user and meta data tags cookie to Facebook. 4

46 Search Results, THE PRESS OF ATLANTIC CITY,
https://pressofatlanticcity.com/search/?nsa=eedition&app=editorial &d1=&d2=&s=start_time&sd=desc&|=25&t=vi
deo%2Cyoutube&g=video&d1=&d2= (last visited December 15, 2022).
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MName

fbevents.js
2v=2.9.85
9612118939699407v=2.9.898r=canary

[7 71d=96121139239550408:ev=DomainBidl=h...
[Z ?1d=9612118929699408:ev=DomainBidI=h...

El 7dt=fmj0g9tyucdiTish76375vg Txxplubdp
Bl tr/

[Z 71d=96121189239699408 ev=Microdata&dl...
[Z ?id=9612118939699408:ev=Microdatadl...

Bl 7dt=pvj2hSmhShuftgosx@rizZopeghbwpse
El tr/
fheventsjs
identity.js?v=2.9.89
951211893969940%=2.9.808r=canary

[Z ?1d=9612118939699408:ev=DomainBidI=h...
[Z 7id=9612118939699408ev=DomainBidI=h...

El ?dt=nex938zghcde9qsqdtetTqvltdrsd5zr
ERY
| ?dt=ukfqbbfdlledx0fdgdjk3hyBphwSadkk
ERYS

Payload Preview Response |Initiator Timing Cookies

¥ General

Request URlI Dttps:/fw facebook .cnm‘tr“l

Request Method: POST
Status Code: @ 280 Internal Redirect

Referrer Policy: strict-origin-when-cross-origin

¥ Response Headers

access-control-allow-credentials: true
access-control-allow-origin: https://buffalonews.com
alt-sve: h3=":443"; ma=36483

content-length: @

content-type: text/plain
cross-origin-resource-policy: cross-origin

date: Mon, 12 Dec 2822 23:21:11 @MT

priority: u=@

Server: proxygen-bolt

strict-transport-security: max-age=31536888; includeSubDomains

¥ Request Headers

:authority: www.facebook. com

:method: POST

spath: /tr/2?dt=ukfgebfddloBx8+9adik3hy8phwsadkk
:scheme: https

Page 26 of 54

accept: text/html,application/xhiml+xml,application/xml;g=8.9,image/avif,image/webp,image/ap

ed-exchange; v=b3;g=0.9

accept-encoding: gzip, deflate, br

accept-language: en-US,en;g=8.9,ja-1P;q=0.8,Ja;q9=0.7
cache-control: max-age=0

content-length: 3121

content-type: application/x-www-form-urlencoded

cookie: sh=@r5TYPELBS_cSFHNh14711bm; datr=B?STY.”Ip9AbB[3szFwa6r'6)(;IE|

Figure 22 Buffalo News’ Microdata event sends c_user information and meta data tags to Facebook*’

47 Some escape historic snowfall just in time for Thanksgiving weekend, GREENSBORO NEWS & RECORD,
https://greensboro.com/news/national/some-escape-historic-snowfall-just-in-time-for-thanksgiving-
week/video e5a28561-4608-5f19-b3ef-536bad32a51e.html (last visited December 15, 2022).
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Mame - Payload Preview Response Initiator Timing Cookies
[ 7id=9612118933650408:ev=Domaindid|=t ¥ General

[ 7id=1535582785848068:ev=Domainfidi=t Request URL: https://www.facebook.com/tr/

[7 7id=1535582785848068 ev=Domain&di=t Request Method: POST

= 7dt=5aTbfydffcbudTusTog8y2 14ephnxavy Status Code: @ 208 Internal Redirect

B Referrer Policy: strict-origin-when-cross-origin
[Z ?7id=9612118939699408:ev=Microdatafud|

[ 7id=0612118939690408 ev=Microdatafidl || " Response Headers ao
[Z ?id=153558278584806& ev=Microdatafdl * Request Headers

[2 7id=1535582785848068ev=Microdatalud| :authority: www.facebook. com

[- 7id=1535582785848068:ev=SubscribedBu :method: POST

I 7id=15355827858480680ev=SubscricedBu :path: /tr/dt=cxtbozosgzulsnhvSyrér7wrs3eg3lat
El ?dt=yuu3TlounTd436a0wkkgdsvdgtdicj75 :scheme: https

=R

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apn
fhevents,js

identity.js?v=2.9.90
9512118030608407v=2.2.908r=stable
1535582785048067=2.9.908r = stable

E,*/*;0=8.8,application/signed-exchange;v=b3;q=9.9
accept-encoding: gzip, deflate, br
accept-language: en-US,en;g=6.9,ja-IP;q=0.8,ja;9=8.7

cache-control: max-age=6

[Z 7id=1535582785848068ev=PageViewdd|, content-length: 2571

[ 7id=1535582785848068 ev="PageViewludl. . .

I 7id_061211303060040 8 8y- Domainddlet content-type: application/x-www-form-urlencoded

[ 7id=061211293969040 & ev=Domain&di=t cookie: sb=@r3TYPSLDS_cSTNNh14711bm; datr=875TYMp9AbaI3wdzFNwyEreX; _!!EI us
[ 7id=1535582735848068 2v=Domainfdi=t ida=ey]2ZXIi0jEsImlkIjolQNItc3VraTEycmV2MGoilCI@aW11TjoxN] cwdDgdMiknFQX3D%E3D; xs=48%3AR0YEHF]
[ 7id=1535582 7956848068 ev=Domain&di=t bsFTRUgX3AZE3ALG60242907%3A-1%3A2276X3AXIAACKEYALTYgLALVeDps685F_UoiKee) TFMSgVmdANPU; fr=8V5
B 7dt= uiroy9g7sxT2dkmymurru2n8q2Tcake 7r3HfPEZEuj7cg. AWXT2ndXy17YeMuP21l_CaKQfTtQ. BimhKO.B7.AAA. 8. 8. BimnKO. AWUd_VIRENU

=R, origin: https://www.stltoday.com

5] ?dt=g3hgdojecmrSudgtleSatTIvthyixds referer: https://waw.stltoday.com/

[E 7dt=cuth ozosgzulsnhySyrBriwS36g312t sec-ch-ua: "Not2A_Brand” jv= » "Chromium”;v="188", "Google Chrome";v="183"

El tr/ sec-ch-ua-mobile: @

= sec-ch-ua-platform: “Windows™

Figure 23 St. Louis Post-Dispatch’s Microdata event sends c_user information and meta data tags to Facebook*®

48 Very strong vid: Dangerous storms pummel much of us, ST. LouIS POST-DISPATCH,
https://www.stltoday.com/news/national/very-strong-vid-dangerous-storms-pummel-much-of-us-
4aet/video_9caeddbd-6195-588a-9808-fd465740fa2c.html (last visited December 15, 2022).
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Mame Payload Preview Response Iniistor Timing  Cookies
fhevents.js ¥ General
identityjs?v=2.9.90 | Request URL: https: //wn. facebook . com/tr |
9512112030609407=2.9.90&r=stable

Request Method: POST
[0 ?id=961211893969940&ev=Domainéd|=h...

[T 7id=961211893969040& ev=Domainédi=h...

Status Code: @ 200 Internal Redirect

Referrer Policy: strict-origin-when-cross-origin

R
¥ Response Headers
5 tdt=ImbEevpkiyswpt |7 2wzbT86gsGjkTi access-control-allow-credentials: true

access-control-allow-origin: https://atlanticcityweekly.com
alt-swc: h3=":443"; ma=36422

content-length: @

content-type: text/plain

cross-origin-resource-policy: cross-origin

date: Thu, 15 Dec 2822 17:58:536 GMT

priority: u=a@

server: proxygen-bolt

strict-transport-security: max-age=31536208; includeSubDomains

~ Request Headers
:authority: www.facebook. com
:method: POST
:path: /tr/2dt=1mbBevpkByswpt1ix7Inzb786gs63k71
:scheme: https
accept: text/html,application/xhtmlexml,application/xml;o=8.9, image/avif, inage /webp, image/apng,*/*;q=8.8, application/signed-exchang
e;u=b3;q-0.9
accept-encoding: gzip, deflate, br
accept-language: en-US,en;g=8.9,7a-1P;q=0.8,ja;q=8.7
cache-control: max-age=¢
content-length: 3293

content-type: application/x-wwi-form-urlencoded

cookie: sb=@r5TYPELbS_cSFHNh14711bm; datr:BTSTV.‘IDQAbBIBHQZFMW:,‘GPGXsida:eyJZZinDjEsImlkIjoiQthcBVraTEycm

Figure 24 Atlantic City Weekly's Microdata event sends c_user cookie and meta data tags to Facebook. #°

49 Search Results, THE PRESS OF ATLANTIC CITY,
https://pressofatlanticcity.com/search/?nsa=eedition&app=editorial &d1=&d2=&s=start_time&sd=desc&|=25&t=vi
deo%2Cyoutube&g=video&d1=&d2= (last visited December 15, 2022).
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Name x Payload Preview Response Initistor Timing Coockies

fbevents,js

identity,s7v=2.9.90 Request URLY https : //www. facebook . com/ tr/|
- AP -
0612118939699407v=2.9.908& r=stable Request Method: POST

[ 7id=9612118939699408 ev=Domain&dl=h...
7id=961211893969940& ev=Domain&d|=h...
[El 76t=231931ia23d1enlolcsfSdjctpSyEnTT

Status Code: @ 282 Internal Redirect

Referrer Policy: strict-origin-when-cross-origin

B ~ Response Headers
[El ?dt=brbogwysa 1tlkjr7pv0xShgjari6gshtd access-control-allow-credentials: true
[ER7) access-control-allow-origin: https://www.nwitimes.com
[El ?ct=mfglrggsjybdkbbgfctiGtvyuxg5qikd alt-svc: h3=":443"; ma=86400
El t/ content-length: @
fhevents s content-type: text/plain
identityjs?v=2.2.90 cross-origin-resource-policy: cross-origin
9612118939693407v=2.9.908r=stable date: Fri, 16 Dec 2822 17:17:22 GHT

[ 7id=9612118939699408ev=Domainddl=h...
7id=0612118939699408 ev=Domain&dl=h...
El 7dt=yl86afyity3hsrjo2Tiabmi6TkntTac

priority: u=8
server: proxygen-bolt

strict-transport-security: max-age=31536@88; includeSubDomains

=] tr/
m ¥ Request Headers
=] 7dt=8ugleomslTmTedgilnTmxccy758uafrd :authority: www. facebook.com

:method: POST

path: str/?dt=8ugleomsl7m7cdgiln7miccy7S8uafrs

:scheme: https

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng, */*;9=-0.58,application/signed-ex
change;v=b3;q=08.9

accept-enceding: gzip, deflate, br

accept-language: en-US,en;g=08.9,ja-IP;q=0.8,Ja;q=8.7

cache-control: max-zge=68

content-length: 3528

content-type: application/x-www-form-urlencoded

cookie: sb=@r5TYPELbS_c5FNNh14711bm; datr=8?5TYMp9AbBI3v192FNw\,-‘6r6X;sida:eyJEZXIinEsImlkIjuiQX]tcBV

Figure 25 Times of Northwest Indiana's Micradata event sends c_user information and metadata tags to
Facebook.*°

68.  Asaresult of Lee’s implementation of the Tracking Methods, the PII and Video
Watching Data of subscriber-users, including Plaintiffs and Class Members, have automatically

been shared with Facebook in a consistent manner across all Lee Sites.

C. Defendant’s Build, Content-Creation, and General Uniformity of the Lee Sites

69.  Lee was founded in 1890 by A.W. Lee.>!
70. Lee dedicates its company focus on engaging and connecting with local audiences,
through its marketing, content management platforms, and custom content creation on a national

scale.??

50 County decides whether to secede from California, TIMES OF NORTHWEST INDIANA,
https://www.nwitimes.com/news/national/county-studies-whether-secede-from-california/video 7724166d-46e4-
58d4-a667-248082874c0e.html (last visited Dec. 18, 2022).

51 About Us, LEE ENTERPRISES, https://lee.net/about/ (last visited December 15, 2022).

52 1d.
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71. Lee’s news outlets distributed pre-recorded audio visual material, through the use
of websites, to persons and entities throughout the United States. This includes the Lee Sites.

72. Lee boasts that its “robust local and national digital media and advertising
platforms are the fastest growing in the industry, attracting more than 44 million unique visitors
monthly.”>3

73. However, the centralization process instituted by Lee-owned newspapers often
results in a copy desk that “designs and edits pages for multiple newspapers each night, with
fewer and fewer eyeballs checking for errors in local articles.””>

74.  With fewer local reporters and editors working on local designs at the Greensboro
News & Record, for example, Greensboro Mayor Nancy Vaughan noted that “[t]here are days
when you open up the paper and find no original reporting.”*® Instead, she had to find important
local news in publications written by news organizations located 75 miles in Raleigh.>®

75.  To punctuate the lack of local involvement, the Greensboro News & Record lacks
an executive editor, who was laid off in February of 2022 and never replaced.®” Nor is there a
local publisher for the paper.®®

76. Rather than focusing on local news, the Lee Sites are built using cookie-cutter
templates and incorporating news and media from across the country.

77.  The Lee Sites are all designed using the BLOX Content Management System (the

“BLOX System”) developed by TownNews.com, which utilizes the Field59 content delivery and

hosting platform. This is uniform across all the Lee Sites.

53 d.,

4 Margaret Moffett, Below the Fold, THE ASSEMBLY (August 9, 2022),
https://www.theassemblync.com/media/the-news-and-record-below-the-fold/.
55 d.,

% 1qd.

5 1d.

%8 4.
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78.  Lee is a majority partner of TownNews.com.>®

a. Lee uniformly utilizes the BLOX System to design the Lee Sites

79.  While TownNews.com provides its services to various local media groups,® the

Lee Sites each utilize the BLOX system, examples of which are depicted below:

NEWS & RECORD Entertainment Manage Subscription

f Yy DO @ © Rockingham Now Place An Ad

Photo Submissions Advertise

MNewsletter Signup Submission Forms

Join Our Team
Contractor

Become a Carrier

it 2022 Greensboro News & Record, 3001 South Elm Eugene 5t. Greensboro, NC 27401 | Terms of Use | Privacy Policy | Do Not Sell Powered by BLOX Content Management System from TownNews.com.
ookie Preferences

Figure 26 Greensboro News & Record is built on Lee's BLOX system®!

JYTHE PRESS s

(]E‘ L_&'I‘Llahfl‘l(“ (:[ [ 1 Place An Ad Manage Subscription

Newsletters Contact Us

f ¥ in ® © Contests Advertise
All Access FAQ Digital Marketing
Join Our Team Photo Submissions
Public Notices Contractor

Become a Carrier

232 | Terms of Use | Privacy Policy | Do Not Sell My Info Powered by BLOX Content Management System from TownMNews.com.

Figure 27 Press of Atlantic City is built on the BLOX system. 52

59 About Town News, TOWNNEWS, https://townnews.com/about/ (last visited December 15, 2022).
80 1.

61 GREENSBORO NEWS & RECORD, https://greensboro.com/ (last visited December 15, 2022).

52 THE PRESS OF ATLANTIC CITY, https://pressofatlanticcity.com (last visited December 15, 2022).
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Atlantic ity Weekly

f v D

© Copyright 2022 Atlantic City Weekly, 1000 W. Washington Avenue Plaasar

tuille, MJ | Terms of Use | Privacy Policy

Sites & Partners
Contests
Submit News

Letter to the Editor

Services
About Us
Join Our Team
Contact Us

With Us

Photo Submissions

BLOX Content Management System from TownNe

Figure 28 Atlantic City Weekly is built on the BLOX system. 52

THE BUFFALO NEWS

f v D

t 2022 The Buffalo News, One N:

st} ST.LOUIS POST-DISPATCH

fYy in@ ® ©

Feast Magazine

Ladue News

St. Louis Best Bridal
STL High School Sports
STL Pinch Hits

. Louis Post-Dispatch, 901 N. 10th St. St. L

Plaza Buffalo, NY 14240 | Terms of Use | Privacy Policy | Do Not Sell My Info | Cookie

3101 | Terms of Use | Privacy Policy | Do Not Sell My Info | Cookie

Buffalo Job Finder
Buffalo Cars

BN Home

[BN] Ads

Buffalo Magazine
WNY Weddings
Classifieds

The Buffalo News Store

Apps

Archives
Calendar

Chats

Comics & games
Contests
E-edition
Forums
Newsletters
QOur events
Press releases
Online Features

Submit an event

Activate

Manage Subscription
Advertise With Us
Work Here

Contests

Newsletters

Contact Us

Become a Carrier

oy BLOX Content Management System from TownNews.com.

Advertise with us
Autos

Classifieds

Contact us

Homes

Jobs

Reprint Permissions
Site help

St. Louis Best Bridal
Subscriber services

Work here

wered by BLOX Content Management System from TownNews.com.

Figure 30 St. Louis Post-Dispatch is built on the BLOX system. %

8 ATLANTIC CITY WEEKLY, https:/atlanticcityweekly.com (last visited December 15, 2022).

% THE BUFFALO NEWS, https://buffalonews.com (last visited December 15, 2022).
8 ST. Louls PosT-DISPATCH, https:/stltoday.com (last visited December 15, 2022).
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- o
fv¥ino @
Subscribe to The Times
About Us
Contact Us

Legal Notices

Newspaper Archives

powered by THE TIMES

cem

S artners

Get Healthy

Featured Sections

Best of the Region

Buy Local Deals

Regional Crime Report
CrimeTimes

The Times Media Company
Northwest Indiana Calendar
Online Features

IN Business

Manage Your Subscription
E-Edition

Send a News Tip
Newspapers In Education
Donation Request

Work here

RSS Feeds

E-newsletter Sign-Up
Submit an Event

Submit a Celebration

Become a Carrier

ht 2022 The Times, 21 | Terms of Use | Privacy Policy | Do Not Sell My Info | Cookie Preferences ‘owered by BLOX Content Management System from TownNews.com.

Figure 31 Times of Northwest Indiana is built on the BLOX system.®®

80.  The BLOX System is not only used to design the site; the BLOX System also hosts
media for the Lee Sites.

81.  BLOX hosts the image content, including video thumbnails, which are accessible
through URLs such as: bloximages.newyorkl.vip.townnews.com and
bloximages.chicago2.vip.townnews.com.

82.  The Greensboro News and Record, by way of example, requests its headline image

from bloximages.newyorkZ.vip.townnews.com, as depicted below:®’

56 TIMES OF NORTHWEST INDIANA, https://www.nwitimes.com (last visited Dec. 18, 2022).
57 1d.

33



Case 3:22-cv-00086-SHL-SBJ

img.img-responsive.full. default.la
zyautosizes.lazyloaded

283 o 1 vspnan.

947 x532.8

Wake Forest tasked with regrouping next month as it heads to seventh straight bowl game

83.
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<Ay
</section>

t/div>

tdiv id="tncms-block-1324576" class="tncms-block lee-breaking-bar breaking c

div>

“tncms-region-front-first-full-top” class="tncms-region ">
k “"tncms-block-1323328" class="tncms-block container-breakout-lg bg-fi.
v<div class="lee-featured-container grid">
"block-1323328" class="block emphasis-h3 ">
¥<div id="lee-card-grid-1323328" class="card-grid lee-feature-grid card-
v<article id="card-summary-1323328-025277ac-cBcB-5423-a470-4eedf25676d
s tnt-sub-section-college tnt-sub-section-wfu" style>
::before
v<div class="card-container">
v<div class="card-image card-image-top">
v<div class="media-preview-025277ad- cBc8-5423-a470-4eed 2567642 1
v<figure class="photo layout-horizontal letterbox-style-default

V<section i

Rendered size: 947 x 533 px
Rendered aspect ratio: 947:533
Intrinsic size: 926 x 521 px
Intrinsic aspect ratio: 926:521
File size: SE3KE
Current source /bl

newyork1.vip.townnews
p:

lom/green...%2C169%2C124&resize=926%2C]
5218torder: %2Cresize |

97249d. image . jpg?crop=926%2C521%2C169%2C1248res i ze=926%2(
o nt/t.d.image.jpg2crop= 21%2C169%2C1 248 resi ze=150%
6%2C521%2C169%2C124&resize=200%2C11380rder=crop¥2Cresize
ize=225%2C12780rder=crop¥2Cresize 225w, bloximag:
pX2Cresize 300w, https://bloximages.newyorkl.vip. townnew:
//bloximages .newyorkl.vip.townnews.com/greensboro.com/col

For video content, as opposed to images, Lee makes use of an additional content

management service called Field 59, which Lee also offers through TownNews.com.®®

% Flexible, ultra-efficient video management for media organizations, TOWNNEWS, https://townnews.com/vms/

(last visited December 15, 2022).
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b. Lee uniformly utilizes Field59 to host and stream video content on the Lee
Sites

84. Field59 Video Management System (“Field59”) was purchased by
TownNews.com in 2018.%°

85.  Field59 is a “cloud-based application for editing, scheduling, and distributing . . .
video content.”’®

86. Field59 offers remote video management, automatic thumbnail image generation,
scheduled broadcasting times, and an embedded video player that works with various content
management systems.”*

87.  Field59 claims that its ability to generate and distribute “video for use among
multiple newsrooms” helps its users stay competitive.’?

88. Field59 provides live streaming, video management, video delivery to direct-to-
consumer platforms, video players and smart playlists, smart advertising placements, and mobile
apps to upload and stream content.”

89.  The HTML code of videos hosted by Greensboro News and Record, Press of
Atlantic City, Buffalo News, St. Louis Post-Dispatch, Atlantic City Weekly, and Times of

Northwest Indiana, for example, viewed through a browser’s developer console, reveals that their

videos are hosted by field59.com:

8 TownNews strengthens video offerings with Field59 acquisition, TOWNNEWS,
https://townnews.com/news_room/townnews-strengthens-video-offerings-with-field59-

acquisition/article 3d3dfede-3127-11e8-ac12-932fd6844740.html (last visited December 15, 2022).

0 Flexible, ultra-efficient video management for media organizations, TOWNNEWS, https://townnews.com/vms/
(last visited December 15, 2022).

d.

2 \Video for Newspapers, FIELD59, https://www.field59.com/documents/2017/02/field59-knows-news.png/ (last
visited December 15, 2022).

8 d.
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Tyyideo crossorigin="ancnymous" preload="none"” playsinline="playsinline" poster="https://bloximages.newyorkl.vip.townnews.com/green
sboro.com/content/tnoms/assets /v3/editorial/f/da/fdaeld7a-Ffdc-5203-8f3e-6affdochs9ad /6380231076482 . image . jpgiresize=720%20406"
id="video-player-fdas@d7a-ffdc-5eda-8f3e-6affdocbead_ntmls_api” class="vis-tech" datz-uuid="fdakBd7a-ffic-5=@a-8f3e-6affad9chadad”
data-title="Flooding flips over cars in Saudi Arabia" data-provider="field59" data-duraticn="34" datz-visible="false" data-
premium="1" data-vast-url="https://pubads.g.doubleclick.net/gampad/ads?env=instream&correlator="+Date.now(}+"&description_url=http
S¥3IAXIFRIFgreensboro . com%2Fnews¥2Fnational¥2Fvidec_fdat@d7a-ffic-5eBa-5Ff3e-6affdichedad. . htmldgdfp_reg=181iu=/8438/greensboro.com/ne
ws/naticnaléoutput=vastisz=640x430%7Ce40x360%7C400x3008unviewed_position_start=1%url=https¥3A%2F%2Fgreenshoro. com¥2Fnews®2Fnationa
1%2Fvideo_fdaf@d7a-ffdc-5e8a-5f3e-6affdIchbedad. htmlicust_params=k¥30dcc¥2C%2@accunewsE2C%20wire®2C%201vs%2C%28nation - wor ld¥2C%28ue
ather%2CE28flooding%2C%2emax- knott¥2C%28videc- content®¥20%20f lood%26vE30Field5o0%26version%30@8238hl=enkwta=02&1s_lat=0&vpos=prercll”
tabindex="-1" role="applicaticn" src="blob:https://gresnsbora.com/a8cbl228-0227-4383-b51a-0e6@ac47ale6">

<source src="https://redirect.field59.com/video/fIe8866...m3ud" type="application/x-mpegURL">
LS = e e e oD g e o s Ious e tvne=anp il cotdon and cople mocourl -
I <source src="https://redirect.field59.com/video/f9e886613bA8ab5a754086e3c3dedd535927a5F2 . mpd" | type="video/mpd"> == 5@ I
T

Figure 32 Greensboro News & Record receives streamed video from Lee’s Field59 ™

¥ iyideo crossorigin="ancnymous" preload="none” playsinline="playsinline" poster="h
ttps: //bloximages.chicago2.vip.townnews . com/pressofatlanticcity. com/content/tncm
s/assets/vi/editorial/b/7o/b7bb2489-3a2a-503d-a9Fc- 36a@cfEbc9c2/6397abBcd3c9&. ima
ge.jpgiresize=1280%2C720" id="video-player-b7bb2489-3a2a-5b3d-a%fc-36a8cfEbcSc2_h
tml5_api" class="wjs-tech" data-uuld="b7bb248%-3a2a-5b3d-a%fc-36aBcfEbcBc2” data-
title="Peru’s protests have turned deadly” data-provider="field53" data-duration=
"181" data-visible="false" data-premium="1" data-vast-url="https://pubads.g.doubl
eclick.net/gampad/adsfenv=instream&correlator="+Date.now( )+ &description_url=http
sX34%2F%2Fpressofatlanticcity . com®¥2Fnews¥2Fvideo_b7bb2489-3828-503d-a9FCc-36a@cfib
CO9c2. html&gdfp_req=1&1lu=/8438/pressofatlanticcity. com/news&output=vast&sz=64ax48
BX7Co40x360%7C400x30a85unviened_position_start=18url=nttps¥3A%2F¥2Fpressofatlantic
city.comE2Fnews%2Fvideo_b7bb248%9-3825-503d-a%Fc-36a0cFBbc3c2, himl&cust_params=k%3
Ddcc¥2CH20wire%2 (X208 1vsE2CE20dcche%2 CR20ap-video¥2C¥20peru¥2CE28dead LyE2 (X 20dead®
2C%I@protest¥2CHIBgoverment¥2C¥28south-american¥2(E28president -pedro-castillo¥2CE
28pedro-castillo¥2C%20civil-unrest%2C%20death¥2C¥20injuries¥2C%28wor 1d- news¥26vE3
Dfields9%2aversion®300823&hl=enfwta=0&1s_lat=0" tabindex="-1" role="application”
src="plob:https://pressofatlanticcity. com/37f66b0dd-397a-47af-abB7-8d6a37980e38e" »
¢source src="https://redirect.field59.com/video/49dcafa...m3ud™ type="applicatio
n/x-mpegURL" >
<source src="https://redirect.field59.com/video/49dcafa...mIud™ type="applicatio

: ffredirect . field59 . com/ video/49dcafa.. . mpd" type="video/mpd">

Figure 33 Press of Atlantic City receives streamed video from Lee’s Field59 ™

"4 Search Results: Flooding flips over cars in Saudi Arabia, GREENSBORO NEWS & RECORD,
https://greensboro.com/search/?nsa=eedition&app=editorial &d1=&d2=&s=start time&sd=desc&|=25&t=video%2
Cyoutube&nfl=ap&q=video&d1=&d2= (last visited on December 15, 2022).

5 Search Results, THE PRESS OF ATLANTIC CITY,
https://pressofatlanticcity.com/search/?nsa=eedition&app=editorial &d1=&d2=&s=start_time&sd=desc&|=25&t=vi

deo%2Cyoutube&g=video&d1=&d2= (last visited December 15, 2022).
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¥oyideo crossorigin="ancnymous"” preload="none" playsinline="playsinline" poster="h

ttps://bloximages.chicago2.vip.townnews. com/buffalonews. com/content/tncmsassets/
vifeditorial/9/4F/94Ff4aZed-8ddd-5h15-0315-36=3F@83e316d/0397578FR235F. image. jpgire
51ze=1920%201088" id="video-player-94f4a2ed-8ddi-5b15-0315-3623F83e316d_html5_ap
i" class="wjs-tech” data-uuid="04f4aZed-8dd4-5b15-b315-3623F83e316d" data-titles=
"Incredible humpback whale makes 3,888-mile migratory journsy with broken spine”
data-provider="fie1d5%" data-duration="84" data-visible="false" data-premium="1"
date-vast-url="https://pubads.g.doubleclick.net/gampad/ads *env=instream&correlato
r="+Date.now )+ '&description_url=https¥3A%2F¥2Fbuffalonews. com¥2Fnews %2 Fworld¥2Fy
ideo_94fdaed-8dd4-5b15-b315-36e3703e318d. html&gdfp_req=1&1iu=,/8438/buffalonews.co
m/news//wor ld&output=vastisz=048x480% TC A48 IAEETCABAIACEUNviewed_position_start=1
Zurl=https¥3AX2F%2Fbuffalonews .com¥2FnewsE2Fwor ld%2Fvideo_94F4aZed-8dd4-5b15-0315
-36e3f@3e316d. hitmlicust_params=k¥3Ddcc¥2C¥20wireX2C¥201vs¥2CE2Bnation-wor Ld¥2C%28
pets-animals%2C%28haweii%2C%20viral-videoB2C%28marine-1ifeR2C%¥20viral %2 %28britis
h-columbia%2CX¥2Bcanad¥C3%A1%2C%2Bhumpback-whale¥2C¥28viral-animal-video¥2CR230ump
back%2C%20whale-migration®¥2C¥28veusr¥2C%20marine-mammal¥2CE20_ready¥2 (2038 jdE%4
B1%2C%2@humpback-whale-migration¥2C¥28bc-whales%2C¥28humpback-whale-with-broken-s
pine%2C%2@moon-the-humpback-whale¥2C%28videnslephant%26vE30field59%26version%3088
23&hl=endwta=08&1is_lat=0" tabindex="-1" role="application” src="blob:https://buffa
lonews.com/3@356786-60609-48ab-8581-85ded23folcd”

<source src="https://redirect.field5%.com/videos3d55b12...m3ud” type="applicatio

n/x-mpegURL" >

¢source src="https://redirect.field5%.com/videos3d55b12...m3ud” type="applicatio

vnd.apple.mpegurl”>

<source src="https://redirect.field5%.com/videos3d55b12.. . mpd" type="videu£mp4">l

Figure 34 Buffalo News receives streamed video from Lee’s Field597®

¥ yideo crossorigin="anonymous" preload="none" playsinline="playsinline" id="video-player-dcfddllc-+fd7d
-5f4f-baB2-57b315468ba2_html5_api” class="vjs-tech” data-uuid="dcfddllc-fd7d-5f4F-bad2-57b315468ba2"
data-title="Council to study reparations for Black Bostonians® data-provider="field59" data-duration=
"52" data-visible="false"” data-premium="1" data-vast-url="https://pubads.g.doubleclick.net/gampad/ads?
env=instream&correlator="+Date.now( )+ &description_url=https®3AX2F%2Fwww. stltoday . comE2Fnews%2Fvideo_d
cfddllc-fd7d-5Ff4f-bad2-57b315468ba2. htmligdfp_req=1&8iu=/8438/st1ltoday.com/news&output=vastisz=640x430%
7CE48x360%7C400x3B0&unviewed_position_start=1&url=https¥3A%2FE2Fwuw.stltoday . com¥2Fnews%¥2Fvideo_dcfadl
1c-fd7d-5F4f-bad2-5703154680a2 . htmlacust_params=k%¥3Ddcc¥2C%201vs¥2CH¥2@dccho¥2CE20wireX¥2C¥20ap-videok2
C¥20council¥2C%20city-council¥2C%2@blackE2CX¥2Aboston¥2C¥20bostonians¥2C¥20city®2C%20voteX¥2C%201egacy®2
C¥20inequality%2C%20nistory¥2C%20task-force®¥2(%2@reparationsE2CE20study%26vE3DField59826vers lon®300823
&hl=en8wta=0&is_lat=8" tabindex="-1" role="application" src="blob:https:/ /www.stltoday.com/76924807-8F
e@-470c-b7c6-476c4a93879a" styles
¢source src="https://redirect.field5%9.com/video/39dd2@5...m3ud" type="application/x-mpegURL">
{spurce src="https://redirect.field59.com/videc/39dd2@5...m3ud" type="application/vnd.apple.mpegurl™:
I {source src="https://redirect.field5%9.com/video/39dd2@5...mpd" type="video/mpd"> I
JV10ED

Figure 35 St. Louis Post-Dispatch receives streamed video from Lee’s Field597

76 Search Results, THE BUFFALO NEWS,
https://buffalonews.com/search/?nsa=eedition&app=editorial &d1=&d2=&s=start_time&sd=desc&I=25&t=video%
2Cyoutube&q=video&d1=&d2= (last visited December 15, 2022).

" Council to Study reparations for Black Bostonians, ST. LOUIS POST-DISPATCH,
https://www.stltoday.com/news/council-to-study-reparations-for-black-bostonians/video_dcf4d11c-fd7d-5f4f-
ba82-57b315468ba2.html (last visited Dec. 12. 2022).
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¥ oyideo crossorigin="anonymous" preload="none" playsinline="playsinline" id="video-player-acd4dfsE-le
Ff-5417-afdd-ed8808Ff1d3c@_html5S_api" class="vjs-tech" data-uuid="ak94dfEE-1leff-5417-afdd-e4@808F1d3c
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e" data-provider="f1eld59" data-duration="91" data-visible="false" data-premium data-vast-url="http
s://pubads.g.doubleclick.net/gampad/ads?iu=/8438/atlanticcityweekly .com&description_url=http%3A%2FE2
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styles

{source src="https://redirect.field59.com/video/6l17Fff3f...mIuB" type="application/x-mpegURL">

{spurce src="https://redirect.field5%.com/video/6l17Fff3f...mIud" type="application/vnd.apple.mpegur
1"

I {source src="https://redirect.field5%.com/video/617ff3f.. . mpd™ type="video!mp4">l
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Figure 36 Atlantic City Weekly receives streamed video from Lee’s Field597

¥ yideo crossorigin="ancnymous" preload="none" playsinline="playsinline" id="video
-player-7724166d-4624-58d4-a667 - 248082874c@e_html5_gpi" class="vjs-tech” data-
uuid="7724166d-4624-58d4-aRa7-2430882874c@=" data-title="County studies whether to
zecede from Californiz” data-provider="field59" data-duration="85" data-visible=
"false" data-premium="1" data-vast-url="https://pubads.g.doubleclick.net/gampad/a
ds?env=instream&correlator="+Date.now( )+ ' &description_url=https%34%2F%2 Fwaw. nwiti
mes . com%2Fnews%2Fnational%2Fvidec_7724166d-46ed-58d4-a667-248882874ce. himligdfp_
req=1&iu=/8438/nwitimes . com/news /national&output=vastisz=p48x430%7 Cad@x I60%T (480K
30eETC1I20x1068%7C426x248%7C1298x7208unviewed_position_start=18url=https¥%3AX2IF%E2F
waw . nwitimes . com¥2Fnews®2Fnational¥2Fviden_7724165d-46ed4-58d4-a687 - 248082874cke . h
tmlicust_params=k¥30dcc¥2C%¥201lvs¥2CE20dccba®2CE20wire¥2C%E20ap-video¥2CE20county 2
C%28california%2C%20secede®¥2C%2@studiesh2 ¥ 20voteX2CRiGvoters¥2{%2@symbolic®2C%20
state¥2C¥28politics%2C%2Radvisory-ballot®¥2C%20ballot®¥2C¥2B8congress¥2C%2@szan-berna
rdino%2CE20study¥26vE30fields9%2aversion¥3D0@823&hl=enfwta=0&1s_lat=0" tabindex="-
1" role="application" src="blob:https://wauw.nwitimes.com/9affce2d-4d3b-4387-9114-
ebe545%ecfby3">

<source src="https://redirect.field5%.com/video/debafdd...m3ug" type="applicatio
n/x-mpeglURL" >

<source src="https://redirect.field5%.com/video/debafdd...m3ug" type="applicatio
nfund.auple.qﬂgﬂurl")

{source src="https://redirect.field5%9.com/video/debafdd...mpd" type="video/mp4">

L/viden:

Figure 37 Times of Northwest Indiana receives streamed video from Lee's Field597°

8 FrontPageBets’ Mike Szvetits looks at Heisman Trophy odds and the 123 Army-Navy game, ATLANTIC CITY
WEEKLY, https://atlanticcityweekly.com/frontpagebets-mike-szvetitz-looks-at-heisman-trophy-odds-and-the-123rd-
army-navy-game/video a694df68-1eff-5417-af4d-e40808f1d3c0.html (last visited December 15, 2022).

7% County decides whether to secede from California, TIMES OF NORTHWEST INDIANA,
https://www.nwitimes.com/news/national/county-studies-whether-secede-from-california/video 7724166d-46e4-
58d4-a667-248082874c0e.html (last visited Dec. 18, 2022).
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90.  The above highlighted content is the video hosted on Lee Sites and can be accessed
by simply copying and pasting the Field59 address (ending in .mp4) into a browser. The link
would take any user directly to a webpage to watch the video.

D. Defendant Shared Plaintiffs’ P11 and Video Watching Data in Violation of the VPPA

91. Defendant violates the VPPA through its use of the Tracking Methods —
specifically, tracking by and through Facebook — on its Lee Sites.

92.  The Tracking Methods allow Defendant to share a user’s website usage data with
Facebook, in conjunction with the user’s Facebook UID, which allows for Facebook to develop
better targeted advertising, among other business functions.

93.  The Lee Sites implement the Tracking Methods which track video watching
history by identifying the name and location (via URL) of specific video content watched by
Plaintiffs and Class Members, as well as the Plaintiffs’ and Class Members’ Facebook UID
through their ¢_user cookies.

94.  Below is a sample detailing how Defendant violates the VPPA on the Greensboro
News & Record (the “Greensboro Site”) website, through its use of the Tracking Methods.
Defendant also violates the VPPA on the remaining Lee Sites using the Tracking Methods.

a. The Greensboro News & Record, By Way of Example, Tracks Plaintiffs’

Video Watching History and P11 on the Greensboro News & Record
Website and Transmits the Data to Facebook

95.  AKin to each of the Lee Sites, the Greensboro Site implements the Tracking
Methods.

96.  The Greensboro Site, during the relevant period, utilized the Tracking Methods.

97. The Greensboro Site’s use of the Tracking Methods were, and are, in violation of
the VPPA.

98.  The Greensboro Site’s use of the Pixel is depicted by:
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3 pixels found on greensboro.com

@ Facebook Pixel Troubleshoot Pixe

D: 961211893969940 cick to com WView Analytics
p &+ Button Click Automatically Detected
b @& PageView
p & Domain

» 4 Microdata Automatically Detected

@ Facebook Pixel Troubleshoot Pixe
Pixel 1D: " pl);fog("irack click to cop View Analytics

3 FPageView

2 Domain

Figure 38 Pixel events are active and confirmed by Facebook Pixel Helper®®

99.  The Greensboro Site uses the Tracking Methods to capture Plaintiffs’ and Class
Members’ Facebook UID in the form of the ¢ _user cookie, as described above in paragraphs 51,
52 and 67.

100. Lee uses the Tracking Methods to share the video watching data in two ways: (i)
through the “request” URL parameters described above in paragraphs 54 through 60; and (ii)
through the MicroData tags shown to be active in paragraph 62 through 64, Figures 14- through
19, which track, among other data, the title of the video.

101. The Tracking Methods’ use of “request” URL parameters to share the video title
and URL of the location of the video is confirmed by using the developer’s console to monitor
the requests made by the Greensboro Site to Facebook, as depicted above in paragraph 56, Figures
8 through 13.

102.  Other Pixel “requests” will send the Video Watching Data through Microdata tags

% ¢¢

embedded in the requests’ “payload.”

80 THE GREENSBORO NEWS & RECORD, https://www.greensboro.com (last visited December 15, 2022).
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103. The same Tracking Methods, utilizing the same “request” process, was
implemented by Lee for the Lee Sites.

104. The Pixel uses these “requests” to pass the Video Watching Data to Facebook.

105. Lee’s sharing of Class Members’ Facebook UID occurs in a consistent manner
across the Tracking Methods, resulting when an active ¢_user cookie exists on user’s device used
to load the Greensboro Site, allowing Lee to include user’s Facebook UID in its request header
to Facebook. This process is confirmed by using the developer’s console to monitor the
Greensboro Site requests to Facebook, as depicted above in paragraphs 51 and 52, Figures 1-6,
and paragraph 67, Figures 20 through 25.

106. The Tracking Methods, as implemented by Lee and the Greensboro Site, send the
collected PIl and Video Watching Data automatically to Facebook when triggered.

107. When the Microdata event triggers on the Greensboro Site, the PIl and Video

Watching Data are sent to Facebook through a request made to www.facebook.com/tr/, as verified

in paragraph 64, Figure 14 and paragraph 67, Figure 20.

108. When the “Domain” event triggers on the Greensboro Site, the video title and PlI
are sent to Facebook through a request made to www.facebook.com/tr/, as verified in Paragraph
51, Figure 1 and paragraph 56, Figure 11.

109. When either the Tracking Methods trigger (or both), Lee and the Greensboro Site
automatically transmit the Facebook UID and title of the video to Facebook.

110. The practice of having the PIlI and video titles sent to Facebook through an
automatic request made or delivered to www.facebook.com/tr/ is consistent among the Lee Sites.

E. The Sign-Up Process Associated With the Lee Sites Lacks Informed, Written
Consent
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111. The Lee Sites do not seek nor obtain permission from their subscribers, including
Plaintiffs and the Class, to share the subscribers’ PII or video watching information with third-
parties, including Facebook.

112. The newsletters are not guided by a privacy policy or terms and conditions,
certainly not as presented to newsletter subscribers at the time of signup or any other time.

113. The sign-up process associated with the Lee Sites does not include a process for
seeking or obtaining informed, written consent.

114. To the extent information about any of the Lee Sites’ data sharing can be located,
the language is not presented to users along with a checkbox, e-signature field, or any form of
affirmative consent.

115. The Lee Sites’ newsletter signups appear as:

NEWS & RECORD @ e

=  EEditon News Obiwaries Opinion  Sports  Entertainment  Lifestyles  Jobs (5 42° Clear L) | 2 g

Email Newsletters

Convenient updates delivered to your inbox.

Make a selection and then enter the email that you'd like to receive your newsletters.

Already receiving our emails? Manage your subscriptions

I'd like updates anytime v and by any v category.

Q News Alerts Daily Headlines Afternoon Update

‘We'll send breaking news and news alerts Today's top headlines and galleries The latest headlines sent at 4:45 p.m. daily.
to you as they happen! delivered every morning. © DALY & NEWS

Enter your information to receive these newsletters
v

Figure 39 Sign up form for The Greensboro Site’s Newsletter Sign-Up®

81 Email Newsletters, GREENSBORO NEWS & RECORD, https://greensboro.com/newsletters/#tracking-source=menu-
nav (last visit December 15, 2022).
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nwi.cem

E-Edition

Email Newsletters

Convenient updates delivered to your inbox.

Make a selection and then enter the email that you'd like to receive your newsletters.

Already receiving our emails? | Manage your subscriptions

I'd like updates anytime v and by any v category.

Q News Alerts Daily Headlines H A&E

We'll send breaking news and news alerts Today's top headlines and galleries Your entertainment weekly update.

o you as they happen! delivered every morning.

Enter your information to receive these newsletters
+

Email Newsletters

Convenient updates delivered to your inbox.

Make a selection and then enter the email that you'

Already receiving our emails? | Manage your subscriplions

I'd like updates anytime ~ and by any v category.

= Buffalo Next @ Things To Do in WNY Good Morning, Buffalo
Must-read local business caverags that Get recommendations on what o see and The smart way to start your day. We sift
expases the trends, connests the dats and where: ta be with onr weekly newsletter thraugh the news daily to give yon a
contextualizgs the fmpact 10 Datalo's ighlghting the bestarts,ontertment, coneise, informatie losk 1t the top
economy. dining and family events in the area headlines and must-read stosies.

BaAwr o uEws U O TR by e

4 [BN] Hockey ) News Alerts %7 Food & Drink
Get tho ultimate assist. Chock your inbox Sign up for alerts on breaking news and Get what you need to know about Western
the day of and day sfter every Sabras game trending storias New Yorks dining end bar scene, including
for expert analysis and developments from [ — restaurant openings and clasings, delivered
neross the NHL toyour inbox every Wednesday.

Enter your information to receive these newsletters
+

Figure 41 Sign up form for Buffalo News' Newsletter Sign-Up®?

82 Email Newsletters, TIMES OF NORTHWEST INDIANA, https://nwitimes.com/newsletters (last visit December 15,
2022).
8 Email Newsletters, BUFFALO NEWS, https://buffalonews.com/newsletters (last visit December 15, 2022).
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WHERE YOUR STORY LIVES

Email Newsletters

Convenient updates delivered to your inbox.

Make a selection and then enter the email that you' > receive your newsletters.

Already receiving our emails? | Manage your subscriplions

I'd like updates anytime ~ and by any ~ eategory.

£\ Breaking News & Evening Dispatch & BenFred'sFive
Breaking news as it develops, sent straight Your daily recap of the top stories of the A deep dive into fhe STI. sport= scene from
Toyourinb day Ren Frederickson
D ASNLBIE O nEwS WEEKGAYS © NEWS weekir O spoms
#Trending [> BenHochman's 'TEN Hochman' &P Best Bridal
Trending local and national stories tha St. Sports columnist Benjamin Hochman St. Louis Best Bridal is the best place for a
Louis readers arc talking about, breaks down the latestin St, Louls sports bride and groom to get startod with
A and pop culture. wedding planning, offering inspiring photo
s w0 spoms salleries, wedding and engagement

announcements and occasional offers from
advartisers.

WIKY O UIFESTILES

Enter your information to receive these newsletters
+

Figure 42 Sign up form for St. Louis Post-Dispatch's Newsletter Sign-Up®*

IYIHE PR

ANTIC CITY

Email Newsletters

Convenient updates delivered to your inbox.
Make a selection and then enter the emnail that you'd T your newsletters

Already receiving our emails? | Manage your subscriptians

I'd like updates anytime ~ and by any ~ eategory.

L) News Alerts Daily Headlines A Archives
Wl send breaking news and news alerts Taday's tap headlines nnd galleries Diveinta hometon histary from the
toyou as they happen! delivered every momning comiort of yonr inha
- oanr owews s
£=) Business B\ Contests & Promoations @ crimea courts
Your weekly digest of the latest local Dott miss your chanee towin contests or Kecp up with the laest public safety news
business nows. 1o hear abuut events offered by the Press of with his emal roundup of our local erime
werer s Atlantie City. and courts coverage.
accasionaL 2 e v owtus

Enter your information to receive these newsletters

v

Figure 43 Sign-up form for Press of Atlantic City's Newsletter Sign-Up%°

8 Email Newsletters, ST. Louls POST-DISPATCH, https:/stltoday.com/newsletters (last visit December 15, 2022).
85> Email Newsletters, GREENSBORO NEWS & RECORD, https://greenshoro.com/newsletters/#tracking-source=menu-
nav (last visit December 15, 2022).
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= FredtOrmk Mmoot Mghie  forwm  Cues  Berts Q & seuw

B s Atlantic Gity Weekly R

Email Newsletters

Convenient updates delivered to your inbox.

I'd like updates anytime ~ and by any v category.

L0 News Alerts Daily Headlines
Wl send break

i news alerts Top headlines and galleries delivered every

Cusnee oo wiew onens ity Weekly.

Entertainment %7 Food & Drink FrontPageBets

A weekly e newslerter furall the Foodics. Get the latest sports betting news to help
‘you win big on game day.

(=]

Enter your information to receive these newsletters
9

Figure 44 Sign up form for Atlantic City Weekly Newsletter Sign-Up3¢

Enter your information to receive these newsletters
+

Figure 45 Zoomed in view of sign-up form as it appears on the Lee Sites®’

8 Email Newsletters, THE PRESS OF ATLANTIC CITY, https://pressofatlanticcity.com.com/newsletters (last visit
December 15, 2022).

8 Email Newsletters, ATLANTIC CITY WEEKLY, https:/atlanticcityweekly.com/newsletters/ (last visit December 15,
2022).
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F. Plaintiffs Did Not Consent to Defendant’s sharing of Plaintiffs’ PII and Video
Watching Data

116. The VPPA sets out narrow guidelines as to the acceptable forms of consent that
consumers can give to video tape service providers to share consumers’ information.

117. The VPPA limits video tape service providers’ ability to share consumers’ PII with
third-parties, except where consumers provide “informed, written consent (including through an
electronic means using the Internet) . . . in a form that is distinct and separate from any form
setting forth other legal or financial obligations of the consumers.”%®

118.  Such consent must be at the election of consumers, and consumers must be clearly
and conspicuously provided with an opportunity to withdraw consent from ongoing disclosures
on a case-by-case basis.®

119.  While limited information regarding consumers can be shared (e.g., hame and
address) to third parties, this exemption only applies where video tape service providers give the
consumer a clear and conspicuous opportunity to prohibit this disclosure and the disclosure does
not identify the title, description, or subject matter of the audio-visual material.*

120. Plaintiffs and Class Members did not consent to Defendant’s Tracking Methods
pursuant to the VPPA, as Plaintiffs were not asked to provide informed, written consent in a form
a separate from other legal obligations.

121.  Additionally, Plaintiffs and Class Members are not given the opportunity to
withdraw consent from ongoing disclosures on a case-by-case basis.

122.  Finally, Defendant provides titles, descriptions, or subject matter of audio-visual

materials when sharing Plaintiffs’ and Class Members’ PII.

818 USC 2710(b)(2)(B); 18 USC 2710(b)(2)(B)(i).
8918 USC 2710(b)(2)(B)(ii); 18 USC 2710(b)(2)(B)(iii).
% 18 USC 2710(b)(2)(D)
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CLASS ACTION ALLEGATIONS

123.  Plaintiffs bring this action individually and on behalf of the following Class:

All persons in the United States with a subscription to a Lee Site that had their
personal information improperly disclosed to Facebook through the use of the
Tracking Methods (the “Class™).

124.  Specifically excluded from the Class are Defendant, its officers, directors, agents,
trustees, parents, children, corporations, trusts, representatives, employees, principals, servants,
partners, joint venturers, or entities controlled by Defendant, and its heirs, successors, assigns, or
other persons or entities related to or affiliated with Defendant and/or their officers and/or
directors, the judge assigned to this action, and any member of the judge’s immediate family.

125. Plaintiffs reserve the right to amend the Class definition above if further
investigation and/or discovery reveals that the Class should be expanded, narrowed, divided into
subclasses, or otherwise modified in any way.

126. This action may be certified as a class action under Federal Rule of Civil Procedure
23 because it satisfies the numerosity, commonality, typicality, adequacy, and superiority
requirements therein.

127.  Numerosity (Rule 23(a)(1)): At this time, Plaintiffs do not know the exact number
of members of the aforementioned Class. However, given the popularity of and number of Lee
Sites, the number of persons within the Class is believed to be so numerous that joinder of all
members is impractical.

128. Typicality of Claims (Rule 23(a)(3)): Plaintiffs’ claims are typical of those of the

Class because Plaintiffs, like all members of the Class, subscribed to, and used, a Lee Site to

watch videos, and had their PII collected and disclosed by Defendant.
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129. Adequacy of Representation (Rule 23(a)(4)): Plaintiffs will fairly and adequately
represent and protect the interests of the Class. Plaintiffs have no interests antagonistic to, nor
in conflict with, the Class. Plaintiffs have retained competent counsel who are experienced in
consumer and commercial class action litigation and who will prosecute this action vigorously.

130.  Superiority (Rule 23(b)(3)): A class action is superior to other available methods
for the fair and efficient adjudication of this controversy. Because the statutory damages suffered
by individual Class members is relatively small, the expense and burden of individual litigation
make it impossible for individual Class members to seek redress for the wrongful conduct asserted
herein. If Class treatment of these claims is not available, Defendant will likely continue its
wrongful conduct, will unjustly retain improperly obtained revenues, or will otherwise escape
liability for its wrongdoing as asserted herein.

131. Commonality and Predominance (Rule 23(a)(2), 23(b)(3)): There is a well-defined
community of interest in the questions of law and fact involved in this case. Questions of law and
fact common to the members of the Class that predominate over questions that may affect
individual members of the Class include:

a. Whether Defendant collected Plaintiffs’ and the Class’s PII and Video
Watching Data;

b. Whether Defendant unlawfully disclosed and continues to disclose the PIl and
Video Watching Data of subscribers of the Lee Sites in violation of the VPPA;

c. Whether Defendant’s disclosures were committed knowingly; and

d. Whether Defendant disclosed Plaintiffs’ and the Class’s PII and Video

Watching Data without consent.
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132. Information concerning Defendant’s Lee Sites data sharing practices and
subscription members are available from Defendant’s or third-party records.

133.  Plaintiffs know of no difficulty which will be encountered in the management of
this litigation which would preclude its maintenance as a class action.

134.  The prosecution of separate actions by individual members of the Class would run
the risk of inconsistent or varying adjudications, and establish incompatible standards of conduct
for Defendant. Prosecution as a class action will eliminate the possibility of repetitious and
inefficient litigation.

135. Defendant has acted or refused to act on grounds generally applicable to the Class,
thereby making appropriate final injunctive relief or corresponding declaratory relief with respect
to the Class as a whole.

136. Given that Defendant’s conduct is ongoing, statutory damages are insufficient and

there is no complete and adequate remedy at law.

COUNTI
VIOLATION OF THE VIDEO PRIVACY PROTECTION ACT

18 U.S.C. 8 2710, et seq.
(On Behalf of Plaintiffs and the Class)

137. Plaintiffs incorporate by reference and re-allege each and every allegation set forth
above as though fully set forth herein.

138.  Plaintiffs bring this count on behalf of themselves and all members of the Class.

139. The VPPA provides that “a video tape service provider who knowingly discloses,
to any person, personally identifiable information concerning any consumer shall be liable to the

aggrieved person for the relief provided in subsection (d).” 18 U.S.C. § 2710(b)(1).
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140. Defendant violated this statute by knowingly disclosing Plaintiffs’ and other Class
members’ personally identifiable information to Facebook.

141. Defendant, through the Lee Sites, engage in the business of delivering video
content to subscribers, including Plaintiffs and the other Class members, and other users. The
Lee Sites deliver videos to subscribers, including Plaintiffs and the other Class members, by
making those materials electronically available to Plaintiffs and the other Class members on the
Lee Sites.

142.  “Personally-identifiable information” is defined to include “information which
identifies a person as having requested or obtained specific video materials or services from a
video tape service provider.” 18 U.S.C. § 2710(a)(3).

143. A *“video tape service provider” is “any person, engaged in the business, in or
affecting interstate commerce, of rental, sale, or delivery of prerecorded video cassette tapes or
similar audiovisual materials.” 18 U.S.C. § 2710(a)(4).

144. Defendant is a “video tape service providers” because it creates, hosts, and delivers
hundreds of videos on its websites, thereby “engag[ing] in the business, in or affecting interstate
or foreign commerce, of rental, sale, or delivery of prerecorded video cassette tapes or similar
audio visual materials.” 18 U.S.C. § 2710(a)(4).

145.  Defendant also solicits individuals to subscribe to the Lee Sites.

146. Plaintiffs and members of the Class are “consumers” because they subscribed to
the Lee Sites. 18 U.S.C. § 2710(a)(1).

147. Plaintiffs and the Class members viewed video clips using the Lee Sites.

148. Defendant disclosed to Facebook Plaintiffs’ and the Class members’ personally

identifiable information. Defendant utilized the Tracking Methods to force Plaintiffs’ web
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browser to transfer Plaintiffs’ identifying information, like their Facebook ID, along with
Plaintiffs’ event data, like the title of the videos they viewed.

149. Defendant knowingly disclosed Plaintiffs’ PII, which is triggered automatically
through Defendant’s use of the Tracking Methods. No additional steps on the part of the
Defendant, Facebook or any third-party is required. And, once the Tracking Methods’ routine
exchange of information is complete, the UID that becomes available can be used by any
individual to easily identify a Facebook user, by simply appending the Facebook UID to
www.facebook.com/[UID here]). That step, readily available through any internet browser, will
direct the browser to the profile page, and all the information contained in or associated with the
profile page, for the user associated with the particular UID.

150. The VPPA provides that a videotape service provider may disclose personally
identifiable information concerning a consumer as long as that person has provided “informed
written consent . . . in a form distinct and separate from any form setting forth other legal or
financial obligations of the consumer.” 18 U.S.C. § 2710(b)(2)(A)(1).

151. Plaintiffs and Class members did not provide Defendant with any form of
consent—either written or otherwise—to disclose their PII to third parties. Defendant, however,
failed to obtain “informed, written consent” from subscribers — including Plaintiffs and Class
members — “in a form distinct and separate from any form setting forth other legal or financial
obligations of the consumer” and “at the election of the consumer,” either “given at the time the
disclosure is sought” or “given in advance for a set period of time, not to exceed 2 years or until
consent is withdrawn by the consumer, whichever is soon.” 18 U.S.C. § 2710(b)(2)(B)(1)-(ii).

152. Defendant’s disclosure of Plaintiffs’ and Class Members’ Video Watching Data

and P11 was not made in the “ordinary course of business” as the term is defined by the VPPA. In
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particular, Defendant’s disclosures to Facebook were not necessary for “debt collection activities,
order fulfillment, request processing, [or] transfer of ownership.” 18 U.S.C. § 2710(a)(2).

153. In addition, the VPPA creates an opt-out right for consumers in 18 U.S.C. §
2710(2)(B)(ii1). It requires video tape service providers to also “provide[] an opportunity for the
consumer to withdraw on a case-by-case basis or to withdraw from ongoing disclosures, at the
consumer’s election.” Defendant failed to provide an opportunity to opt out as required by the
VPPA.

154.  On behalf of themselves and the Class, Plaintiffs seeks: (i) declaratory relief; (ii)
injunctive and equitable relief as is necessary to protect the interests of Plaintiffs and the Class by
requiring Defendant to comply with VPPA’s requirements for protecting a consumer’s PII; (iii)
statutory damages of $2,500 for each violation of the VPPA pursuant to 18 U.S.C. § 2710(c); and
(iv) reasonable attorneys’ fees and costs and other litigation expenses.

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs, individually and on behalf of all others similarly situated, seek
judgment against Defendant, as follows:

@ For an order determining that this action is properly brought as a class action and
certifying Plaintiffs as the representatives of the Class and their counsel as Class Counsel;

(b) For an order declaring the Defendant’s conduct violates the statute referenced
herein;

(©) For an order finding in favor of Plaintiffs and the Class on all counts asserted
herein;

(d) Entry of an order for injunctive and declaratory relief as described herein,
including, but not limited to requiring Defendant to immediately (i) remove the Tracking Methods

from the Lee Sites or (ii) add, and obtain, the appropriate consent from subscribers;
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(e For damages in amounts to be determined by the Court and/or jury;

()] An award of statutory damages or penalties to the extent available;

(9) For Defendant to pay $2,500.00 to Plaintiffs and each Class member, as provided
by the VPPA, 18 U.S.C. § 2710(c)(2)(A);

(h) For pre-judgment interest on all amounts awarded;

Q) For an order of restitution and all other forms of monetary relief;

() An award of all reasonable attorneys’ fees and costs and

(K) Such other and further relief as the Court deems necessary and appropriate.

DEMAND FOR TRIAL BY JURY

Plaintiffs demand a trial by jury of all issues so triable.

Dated: December 19, 2022 SHINDLER, ANDERSON, GOPLERUD
& WEESE, P.C.

By: /s/ J. Barton Goplerud
J. Barton Goplerud
Brian O. Marty
5015 Grand Ridge Drive, Suite 100
West Des Moines, 1A 50265
Tel: (515) 223-4567
Fax: (515) 223-8887
Email: goplerud@sagwlaw.com
Email: marty@sagwlaw.com

LEVI & KORSINSKY, LLP
Mark S. Reich *

Courtney E. Maccarone *
Gary I. Ishimoto *

55 Broadway, 10th Floor
New York, NY 10006
Telephone: (212) 363-7500
Facsimile: (212) 363-7171
Email: mreich@zlk.com
Email: cmaccarone@zlk.com
Email: gishimoto@zlk.com

Counsel for Plaintiffs
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*pro hac vice to be filed
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